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Chapter 6:
Information Security and Ethics



Outline
1. Information Risks and Threats
2.Cybersecurity Concepts
3.Data and Systems Protection
4.Laws and Data Protection (PDPA)
5.Ethics in Information Technology 

Usage
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Risks arising from day- to- day business activities that can disrupt 
information systems and processes.

Operational Risks

02

Long- term risks affecting organizational goals due to changes in market, 
technology, or regulatory environment.

Strategic Risks

1. Information Risks and Threats

Types of Information Risks



Cybersecurity Attacks
Malicious attempts such as malware, 
phishing, and ransomware targeting 
company data and infrastructure.

Insider Threats
Risks posed by employees or partners 
who intentionally or unintentionally 
compromise information security.

Common Threats to Information Security
1. Information Risks and Threats



Overview of malware, phishing, 
ransomware, insider threats, and 
their impact on business 
operations.

Methods to detect weak points in 
IT infrastructure that could be 
exploited by cyber attackers.

Common Cyber Threats 
in Business

Identifying System 
Vulnerabilities

2. Cybersecurity Concepts
Threats and Vulnerabilities



Evaluating potential threats and their likelihood to 
prioritize security investments and actions.

Assessing Cybersecurity Risks

Developing actionable plans to reduce risks and 
establish protocols for incident response.

Mitigation and Response Planning

Risk Management Strategies
2. Cybersecurity Concepts



Utilizing firewalls and IDS to monitor, 
detect, and block unauthorized 
network activities.

Firewalls and Intrusion 
Detection

Implementing data protection 
techniques to ensure confidentiality 
and restrict unauthorized access.

Encryption and Access 
Controls

Security Technologies and Tools

2. Cybersecurity Concepts



Understanding relevant laws and 
standards like GDPR, HIPAA, and their 
implications for business security.

Regulatory Requirements
Creating comprehensive policies to 
enforce security practices and ensure 
organizational compliance.

Establishing Security Policies

Compliance and Governance

2. Cybersecurity Concepts



Utilize advanced algorithms 
to protect data from 
unauthorized access both at 
rest and in transit.

Encryption Techniques

Implement role- based 
and multi- factor 
authentication to 
ensure only authorized 
personnel access 
sensitive information.

Access Control 
Mechanisms

Data Confidentiality and Integrity

3. Data and Systems Protection



Develop comprehensive strategies to restore 
critical systems and data swiftly after unexpected 
disruptions.

Disaster Recovery 
Planning

Design infrastructure with backup components to 
maintain continuous operations during hardware or 
software failures.

Redundancy and 
Failover Systems

System Availability and Resilience
3. Data and Systems Protection



Threat Assessment and 
Vulnerability Analysis
Regularly evaluate potential 
risks and system weaknesses 
to prioritize security measures 
effectively.

Regulatory Standards and 
Legal Requirements
Ensure compliance with 
industry- specific regulations 
such as GDPR, HIPAA, and SOX 
to avoid legal penalties.

Risk Management and Compliance

3. Data and Systems Protection
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Firewalls and Intrusion Detection Systems
Deploy perimeter defenses and monitoring tools to 
detect and block malicious network traffic 
proactively.

Data Loss Prevention Solutions
Use technologies that monitor, detect, and prevent 
unauthorized data transmission or leakage from 
the organization.

Protective Technologies and Tools

3. Data and Systems Protection



4. Laws and Data Protection (PDPA)
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Personal Data Protection Act (PDPA)
Thailand’s law ensuring that personal data is collected, used, and 
disclosed responsibly.
🔒 Protecting Personal Data
Safeguards individuals’ information from misuse or unauthorized 
access.

Consent & Privacy Rights
Requires organizations to obtain consent before processing data 
and grants individuals control over their personal information.



4. Laws and Data Protection (PDPA)
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Protecting user privacy is essential for 
maintaining customer trust and 
safeguarding sensitive business 
information.

Adhering to legal standards such as 
GDPR and HIPAA ensures lawful data 
handling and reduces risk of 
breaches.

Importance of User Privacy in 
Business

Regulatory Compliance and Data 
Security

Privacy and Data Protection
5. Ethics in Information Technology Usage



Respecting Copyright and 
Licensing
Compliance with copyright 
laws prevents legal disputes 
and supports the rights of 
content creators.

Ethical Use of Open Source and 
Proprietary Software
Proper licensing and 
acknowledgment of software 
sources promote fair use and 
innovation within the industry.

Intellectual Property and Software Ethics

5. Ethics in Information Technology Usage



Implementing best 
practices minimizes risks 
from cyber attacks and 
prevents misuse of IT 
resources.

Avoiding 
Cybersecurity 
Threats and 
Abuse

Clear policies and audit 
trails foster trust and 
ensure responsible 
management of 
technology assets.

Promoting 
Transparency 
and 
Accountability 
in IT

Responsible Use of Technology

5. Ethics in Information Technology Usage



Considering societal implications 
helps align IT strategies with ethical 
standards and community well-
being.

Impact of IT Decisions on 
Society

Adherence to industry ethics 
strengthens reputation and guides 
responsible behavior among IT 
professionals.

Upholding Professional Codes of 
Conduct

Social and Professional Responsibilities
5. Ethics in Information Technology Usage




