4-4-14. Reset

Z 37& 0xBA | Len 0xFF | Checksum

NoO refurn

Private Sub Form1_Load

Set Comport

{ File : from_load.txt }

| RESET |
Private Sub Button2 Click

rf i d 1 4 43 a_r. eset () Private Sub rfid1443a_reset()
Send Reset Command

N { file : reset.txt}

Function rfid1443a_checksum

Checksum Gen

{ File : checksum.txt }

End Sub




Z 38& Baudrate: | 9.600i~ 115,200 bps
Note Data: 8 b1ts
Driver USB To RS232 Driver_FT232 Stop: - bit |
Check Comport Device Manager Parity: i None!
Flow control: None

Private Sub FOrm1_Load(ByVaI sender’As System.Object, ByVal e As System.EventArgs) Handles
MyBase.Load

SerialPort1.PortName ="...." 'Com port = comX
SerialPort1.BaudRate = ..... 'BPS
SerialPort1.DataBits = ..... '‘Data bit
SerialPort1.Parity = 10.Ports.Parity. ..... 'Parity None
SerialPort1.StopBits = 10.Ports.StopBits. ..... 'Stopbit One
SerialPort1.0Open()

End Sub

4-4-14. Reset
0xBA | Len 0xFF | Checksum

Private Sub rfid1443a_reset() et
Dim st As Date
rf1443a cmd(0) = &H.... 'Header
rf1443a cmd(1) = &H.... 'Len
f1443a cmd(2) = &H.... 'Command
rf1443a_cmd(3) = rfid1443a_checksum(3) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 4) 'Send Command
st = Now.AddMilliseconds(2000)
D
L(())op While Now < st
End Sub

Function rfid1 443a_checksu M (ByVal lastindex As Byte) As Byte
Dim i As Byte
Dim rf_checksum As Byte
Fori=0 To lastindex

f checksum = rf checksum ..... rf1443a cmd(i) 'Check Sum

Next i
rfid1443a_checksum = rf_checksum _
End Function Ex Y=A X—Or B B _




| ) [39]¢
4-4-1. Select Mifare card

0xBA | Len | Ox01 Checksum

Return:

0xBD |Len |0x0l1 | Status UID Type Checksum

Status: 0x00: Operation succeed
0x01: MNotag
0x0A: Collision occur
0xF0: Checksum error
UID:  The uniquely serial number of Mifare card,
4 bytes for Mifare 1k & Mifare 4k. 7 bytes for UltraLight & DesFire
Type: 0x01: Mifare Standard 1K card
0x02: Mifare Pro card
0x03:  Mifare UltraLight card
0x04: Mifare Standard 4K card
0x05: Mifare ProX card
0x06: Mifare DesFire card

SELECT MIFARE CARD
- : Private Sub
Private SUb Butt0n3_C|ICk rfid]_443a_se|ect_card()
Send Command > Send Command
- { file : select_card.txt}
i Function rfid1443_return
' >
{ File : select_card_button.txt} Wait Return Command
-« { file : return.txt}
Check Return Command




4 Type: 0x01: Mifare Standard 1K card
O 0x02: Mifare Pro card

0x03: Mifare UltraLight card
0x04: Mifare Standard 4K card
0x05: Mifare ProX card
0x06:  Mifare DesFire card
Private Sub Button3 Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles Button3.Click

rfid1443a_select _card()

If rfid1443_return(&H1) = True Then
ListBox1.ltems.Add("Select Mifare card Success")
ListBox1.ltems.Add("SN=" & Hex(rf1443a_return(4)) & ":" & Hex(rf1443a_return(s)) &

"" & Hex(rf1443a_return(6)) & ":" & Hex(rf1443a_return(7)))
Select Case rf1443a_return(8)
Case &H.... '‘Return code Standard 1K card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare Standard 1K card")

Case &H.... 'Return code Pro card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare Pro card")

Case &H.... 'Return code UltraLight card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare UltraLight card ")

Case &H.... 'Return code Standard 4K card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare Standard 4K card")

Case &H.... 'Return code ProX card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare ProX card")

Case &H.... 'Return code DesFire card
ListBox1.ltems.Add(rf1443a_return(8) & "Mifare DesFire card")
End Select
Else
ListBox1.ltems.Add("Select Mifare card Error")
If index_return >0 Then
Select Case rf1443a_return(3)

Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")

Case &H.... '‘Return code collision occur Error
ListBox1.ltems.Add(rf1443a_return(3) & "Collision occur")

Case &H.... 'Return code Checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")

End Select Return:
End If 0xBD | Len | 0x0l | Status UID Type Checksum
End If Status: 0x00:  Operation succeed
0x01: No tag

______________ 0x0A: Collision occur
End Sub 0xFO: Checksum error



Z 41 i Type: 0x01: Mifare Standard 1K card
0x02: Mifare Pro card
0x03:  Mifare UltraLight card

Return: 0x04:  Mifare Standard 4K card
2XBD ‘OL%% ‘ 0801 ‘.Status ‘ dUID ‘ Type ‘ Checksum ‘ 0x05: Mifare ProX card
Status: KUV eration succee . .

0x01- NE tag 0x06: Mifare DesFire card

0x0A: Collision occur
0xF0: Checksum error

Private Sub Button3 Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles Button3.Click

rfid1443a_select _card()
If rfid1443_return(&H1) = True Then

4-4-1. Select Mifare card
OxBA | Len | 0x0l | Checksum

Private Sub rfid1443a_select_card()

f1443a_cmd(0) = &H.... 'Header
f1443a_cmd(1) = &H.... 'Len
f1443a_cmd(2) = &H.... '‘Command

f1443a_cmd(3) = rfid1443a_checksum(2) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 4) 'Send Command

End Sub



Z 42 Reader to Host:
‘ Preamble ‘ Len | Command ‘ Status | Data ‘ Checksum

Function rfid1 443_retu I'M(ByVal rf1443cmd As Byte) As Boolean

Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)

Do

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return =3 Then
Select Case rf1443cmd

Case &H1 'Select Mifare card
lenreturnbyte = .... 'Len return command
If rx the <> &H.... Then eXitloop = True ‘check status Not Success

Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte
mdex_return = index_return + 1 . 4-4-1. Select Mifare card
Enl(; |I?dex_return = lenreturnbyte Then exitloop = True ‘ 0xBA | Len | 0x01 | Checksum ‘

If Now >= timeend Then Return:
exitloop = True ‘ 0xBD | Len ‘ 0x01 ‘.Status | uUID | Type | Checksum |
End If Status: 0x00:  Operation succeed
. . 0x01: No tag

Loop While (exitloop <> True) 0x0A: Collision occur
SerialPortl.DiscardInBuffer() 0xFO:  Checksum error
If index_return = lenreturnbyte Then UID:  The uniquely serial number of Mifare card,

ret=True 4 bytes for Mifare 1k & Mifare 4k, 7 bytes for UltraLight & DesFire
End If Type: 0x01: Mifare Standard 1K card
rfid1443_return = ret 0x02:  Mifare Pro card

End Function 0x03: Mifare UltraLight card

0x04: Mifare Standard 4K card
0x05: Mifare ProX card
0x06: Mifare DesFire card



> < Byte Number within a Block

Sector | Block 0(1]2(3|4(5]|6|7[8|9(10{11(12|13]|14]15] |Pescription
15 3 Key A Access Bits Key B Sector Trailer 15
2 Data
1 Data
0 Data
14 3 Key A Access Bits Key B Sector Trailer 14
2 Data
1 Data
0 Data
POR
Change of Sector
|
¥

ldentification and Selection Procedure

Y

Authentication Procedure

New Command without

Change of Sector > Hait

Y
Memory Operations

Value Block

Read, Write, Increment, Decrement, Transfer, Restors

Read/Write Block
Read, Write

Fig 8. Memory access

4-4-2. L.ogin to a sector
O0xBA |Len | 0x02 | Sector | Type |Key | Checksun
Sector: Sector need to login
Type: Key type (OxAA: authenticate with KevA. 0xBB: authenticate with KevB)
Key: Password, 6 bytes
Return:
0xBD | Len |0x02 | Status | Checksum
Status: 0x02: Login succeed

0x01: Notag

0x03: Login fail

0xF0: Checksum error




4-4-2. Login to a sector

OxBA | Len | 0Ox0Z | Sector | Type | Key

Checksum Z 44 i

Sector: Sector need to login

Type: Key type (OxAA: authenticate with KevA, 0xBB: authenticate with KeyvB)

Key: Password. 6 bytes
Return:

0xBD | Len Ox02 Status Checksum

Status: 0x02: Login succeed
Ox01: Notag
0x03: Login fail
0xF0: Checksum error

LOGINTOASECTOR |
Private Sub Button4 Click
Send Command

-

Private Sub rfid1443a_login_sector

Send Command

{ file : login_sector.txt}

{ File : login_sector_button.txt}

Function rfid1443_return

Wait Return Command

-

Check Return Command

{ file : return.txt}




) [45/¢

Sector  Password] Password? Password3 Passwordd PasswordS  PasswordB
@l | [ ][5 2 |[mm ||

Private Sub Button4 Click(ByVval sender As System.Object, ByVal e As System.EventArgs) Handles
Button4.Click

Form2.ShowDialog()

rfid144 3a_| o]0 i n_secto I'(Val(Form2.txtsector.Text), Val(Form2.txtpasswordl.Text),

Val(Form2.txtpassword2.Text), Val(Form2.txtpassword3.Text), Val(Form2.txtpassword4.Text),
Val(Form2.txtpassword5.Text), Val(Form2.txtpassword6.Text))

If rfid1443_return(&H2) = True Then

ListBox1.ltems.Add("Login to a sector success")
Else

ListBox1.ltems.Add("Login to a sector error")
Select Case rf1443a_return(3)

Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")

Case &H.... 'Return code Login fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Login fail")

Case &H.... 'Return code checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")

End Select
End If

.......................... 4-4-2. Login to a sector

End Sub 0xBA | Len | 0x02 | Sector | Type |Key | Checksum
Sector: Sector need to login
Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
Return:
0xBD | Len | 0x02 | Status | Checksum
Status: 0x02: Login succeed

0x01: No tag

0x03: Login fail

0xF0: Checksum error




4-4-2. Login to a sector

<

0xBA | Len |0x02 | Sector |Type |Key [ Checksum Z 46
Sector: Sector need to login
Type: Key type (OxAA: authenticate with KeyA. 0xBB: authenticate with KeyB)
Key: Password, 6 bytes
Return:
0xBD |Len |O0x02Z | Status | Checksum
Status: 0x02: Login succeed
Ox01: Notag
0x03: Login fail
0xF0: Checksum error

Private Sub rfid1443a_login_sector(ByVal sector As Byte, ByVal passwordl As
Byte, ByVal password2 As Byte, ByVal password3 As Byte, ByVal password4 As Byte, ByVal
password5 As Byte, ByVal password6 As Byte)

f1443a_cmd(0) = &H.... 'Header
rf1443a_cmd(1) = &H.... 'Len
rf1443a_cmd(2) = &H.... '‘Command

'‘Sector 0x00-0x0F
'Key Type Key A or Key B

rf1443a_cmd(3) = sector
rf1443a_cmd(4) = &H....

rf1443a_cmd(5) = password1 'Key Pass word Byte 1
rf1443a_cmd(6) = password2 'Key Pass word Byte 2
rf1443a_cmd(7) = password3 'Key Pass word Byte 3
rf1443a_cmd(8) = password4 'Key Pass word Byte 4
rf1443a_cmd(9) = password5 'Key Pass word Byte 5

rf1443a_cmd(10) = password6 'Key Pass word Byte 6
rfl1443a_cmd(11) = rfid1443a_checksum(10) 'Check Sum
SerialPortl.Write(rf1443a_cmd, 0, 12) 'Send Command

End Sub



Z 47& Reader to Host:

Preamble | Len Command | Status | Data | Checksum
Function rfid1 443_re[U "M (ByVal rf1443cmd As Byte) As Boolean
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)

Do
If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return =3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success

Case &H2 'Login to a sector
If rx the <> &H.... Then eXitloop = True ‘check status Not Success

lenreturnbyte = .... 'Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte
index_return = index_return + 1
If index_return = lenreturnbyte Then exitloop = True

ﬁn'\? If - a1 4-4-2. Login to a sector
ow == tmeend then | 0xBA [Ien |0x02 |Sector | Type |Key | Checksum |
exitloop = True

End If Sector: Sector need to login
Loop While (exitioop <> Trug) e Type: Key type (0XxAA: authenticate with KeyA. 0xBB: authenticate with KeyB)

SerialPort1.DiscardInBuffer() Key:  Password, 6 bytes

If index_return = lenreturnbyte Then Return:
ret = True | 0xBD |Len |0x02 |Status | Checksum |
End If Status: 0x02: Login succeed
rfid1443_return = ret 0x01:  Notag
End Function 0x03: Login fail

OxF0: Checksum error



Byte Number within a Block Z 48&
Sector | Block 0[1]|2|3(4|5|6|7|8|9[10{11/12{13|14|15] |Description
15 3 Key A Access Bits Key B Sector Trailer 15
2 Data
1 Data
0 Data
14 3 Key A Access Bits Key B Sector Trailer 14
2 Data
1 Data
0 Data

Change of Sector

POR

= |

Y

ldentification and Selection Procedure |

Y

LOGIN TO A SECTOR

Authentication Procedure

Mew Command without

Change of Sector

L

Memory Operations

Value Block

Read, Write, Increment, Decrement, Transfer, Restore

Read/Write Block

Read, Write

Fig 8. Memory access

# Halt

‘ READ A DATA BLULK \

4-4-3. Read a data block

OxBA | Len | 0x03 | Block | Checksum
Block: The block number to be read. 1 byte
Return:
OxBD | Len | 0x03 | Status | Data | Checksum
Status: 0x00: Operation succeed
0x01: No tag
0x04: Read fail
0x0D: Not authenticate
0xF0O: Checksum error
Data:  Block data returned if operation succeeds, 16 bytes.



4-4-3. Read a data block

0xBA

Len

0x03

Block

Checksum

)[49/¢

Block: The block number to be read. 1 byte

Return:
0xBD | Len | 0x03 | Status | Data | Checksum
Status: 0x00: Operation succeed

0x01: No tag

0x04: Read fail

Data:

0x0D: Not authenticate

OxF0: Checksum error

Block data returned if operation succeeds, 16 bytes.

READ A DATA BLOCK

{ File : read_data_block_button.txt}

Check Return Command

Private Sub Button5 Click
Send Command

-

Private Sub
rfid1443a_read data_block

Send Command

{ file : read_data_block.txt}

-

Function rfid1443_return

Wait Return Command

{ file : return.txt}




SELECT BLOCK A X
Z 50 i INFUT BLOCK.

Private Sub Button5 Click(ByVval sender As System.Object, ByVal e As
System.EventArgs) Handles Button5.Click
Dim strinput As String
strinput = InputBox("INPUT BLOCK", "SELECT BLOCK")
rfid1443a read data block(val(strinput))
If rfid1443_return(&H3) = True Then
ListBox1.ltems.Add("Read a data block Success")
tmpdisp_return ="
Forind disp=4To 19
tmpdisp_return = tmpdisp_return & Chr(rf1443a_return(ind_disp))
Next
ListBox1.ltems.Add("Data=" & tmpdisp_return)
Else
ListBox1.ltems.Add("Read a data block Error")
If index_return > 0 Then
Select Case rf1443a_return(3)
Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")

Case &H.... 'Return code Read fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Read fail")

Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")

Case &H.... 'Return checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If 4-4-3. Read a data block
End If 0xBA | Len | 0x03 | Block | Checksum
-------------------------------- Block: The block number to be read, 1 byte
................................ Return:
End Sub 0xBD | Len | 0x03 | Status | Data | Checksum
Status: 0x00: Operation succeed
0x01: No tag
0x04: Read fail
0x0D: Not authenticate
0xF0O: Checksum error
Data:  Block data returned 1f operation succeeds, 16 bytes.




4-4-3. Read a data block ) [51] ¢
0xBA | Len | 0x03 | Block | Checksum
Block: The block number to be read, 1 byte
Return:

0xBD | Len | 0x03 | Status | Data | Checksum

Status: 0x00: Operation succeed
0x01: No tag
0x04: Read fail
0x0D: Not authenticate
0xF0: Checksum error
Data:  Block data returned if operation succeeds, 16 bytes.

Private Sub rfid1443a read data_block(ByVal block As Byte)

rf1443a cmd(0) = &H.... 'Header
rf1443a cmd(1) = &H.... ‘Len
rf1443a cmd(2) = &H.... 'Command
rf1443a_cmd(3) = block '‘Block

rf1443a _cmd(4) = rfid1443a_checksum(3) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 5)  'Send Command
End Sub



Reader to Host:

Preamble | Len Command | Status | Data | Checksum

Function rfid1 443_retu "M (ByVal rf1443cmd As Byte) As Boolean

Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean

Dim timeend As Date Dim ret As Boolean index_return =0

timeend = Now.AddMilliseconds(2000)

o0 )[52<

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return =3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success

lenreturnbyte = .... ' Len return command

Case &H3 'Read a data block
If rx byte <> &H.... Then exitloop = True 'Check Status Not Success

lenreturnbyte = .... "Len return command

Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte
index_return = index_return + 1
If index_return = lenreturnbyte Then exitloop = True

End If
If Now >= timeend Then 4-4-3. Read a data block

exitloop = True | 0xBA | Len | 0x03 | Block | Checksum |

End If Block: The block number to be read, 1 byte

Loop While (exitloop <> True) - Return:

SerialPort1.DiscardInBuffer() 1

If index_return = lenreturnbyte Then ‘ 0xBD | Len ‘ 0x03 | Status | Data ‘ Checksum
ret = True Status: 0x00: Operation succeed

End If 0x01: No tag

rfid1443 return = ret 0x04- Read fail

End Functi ' ‘ :
nd Funetion 0x0D: Not authenticate
0xF0: Checksum error

Data: Block data returned 1if operation succeeds, 16 bytes.



4-4-4. Write a data block ) [53]¢
0xBA |Len | 0x04 |Block |Data | Checksum
Block: The block number to be written, 1 byte.
Data:  The data to write, 16 bytes.
Return:
0xBD | Len | 0x04 | Status | Data | Checksum
Status: 0x00: Operation succeed

0x01: Notag

0x05: Write fail

0x06: Unable to read after write

0x0D: Not authenticate

0xF0: Checksum error
Data:  Block data written 1f operation succeeds, 16 bytes.

POR

Change of Sector
-

Y

ldentification and Selection Procedure |

[ LOGIN TO A SECTOR

Y

Authentication Procedure |

Mew Command without

Change of Sector > Halt

L

Memory Operations :|| WHlTE ||:I|. Dﬂ_'_f:l;_ ELD EF:,

Value Block

Read, Write, Increment, Decrement, Tranzfer, Restore

Read/Write Block
Read, Write

Fig 8. Memory access




4-4-4. Write a data block N
0xBA |Len | 0x04 |Block |Data | Checksum/—
Block: The block number to be written, 1 byte.
Data:  The data to write, 16 bytes.
Return:
O0xBD | Len | Ox04 | Status | Data | Checksum
Status: 0x00: Operation succeed

0x01: No tag

0x05:  Write fail

0x06: Unable to read after write

0x0D: Not authenticate

0xFO: Checksum error
Data:  Block data written 1f operation succeeds, 16 bytes.

| WRITEADATABLOCK |

Private Sub
Private Sub Button6 Click rfid1443a_write_data_block
- { file : write_data_Dblock.txt}
|
|
: Function rfid1443 return
' >
{ File : write_data_block_button.txt} Wait Return Command
- { file : return.txt}

Check Return Command




Z 55& Input Data

Private Sub Button6_Click(Byval sender As System.Object, ByVal e As
System.EventArgs) Handles Button6.Click
Form3.ShowDialog()

rfid1443a_write _data_block(val(Form3.txtblock. Text), Val(Form3.txtdata. Text))
If rfid1443_return(&H4) = True Then
ListBox1.ltems.Add("Write a data block Success")
tmpdisp_return ="
Forind_disp=4To 19
tmpdisp_return = tmpdisp_return & Chr(rf1443a_return(ind_disp))
Next

ListBox1.ltems.Add("Data=" & tmpdisp_return)
Else

ListBox1.ltems.Add("Write a data block Error")
If index_return > 0 Then
Select Case rf1443a_return(3)
Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")
Case &H.... 'Return code Write fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Write fail")

Case &H.... 'Return code Unable to read after write Error
ListBox1.ltems.Add(rf1443a_return(3) & "Unable to read after write")

Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Checksum Error

ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If

4-4-4. Write a data block
| 0xBA | Len |0x04 |Block |Data | Checksum |

End If Block: The block number to be written, 1 byte.
..................... Data:  The data to write, 16 bytes.
..................... Return:
End Sub ‘ 0xBD ‘ Len ‘ 0x04 ‘ Status | Data ‘ Checksum ‘
Status: 0x00:  Operation succeed
0x01: No tag

0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xF0: Checksum error
Data:  Block data written if operation succeeds, 16 bytes.



4-4-4. Write a data block ~
| 0xBA | Len | 0x04 |Block |Data | Checksum | 56

Block: The block number to be written, 1 byte.
Data: The data to write, 16 bytes.

Return:
‘ 0xBD | Len | 0x04 ‘ Status ‘ Data ‘ Checksum |
Status: 0x00: Operation succeed

0x01: No tag
0x05: Write fail
0x06: TUnable to read after write

Input Data

0x0D: Not authenticate Block Data
0xF0: Checksum error | _
Data:  Block data written 1f operation succeeds, 16 bytes.

Private Sub rfid1443a_write _data_block(ByVal block As Byte, ByVal data As String)
Dim z As Integer

If Len(data) < 16 Then '‘Check Len data < 16

Forz=1To 16 - Len(data) '‘Loop Add data " "

data =data & " "

Next

End If
rf1443a_cmd(0) = &H.... 'Header

rf1443a_cmd(1) = &H.... 'Len
rf1443a_cmd(2) = &H.... '‘Command
rf1443a_cmd(3) = block '‘Block
rf1443a_cmd(4) = Asc(Mid(data, 1, 1)) '‘Data Bytel
rf1443a_cmd(5) = Asc(Mid(data, 2, 1)) '‘Data Byte2
rf1443a_cmd(6) = Asc(Mid(data, 3, 1)) '‘Data Byte3
rf1443a_cmd(7) = Asc(Mid(data, 4, 1)) '‘Data Byte4
rf1443a_cmd(8) = Asc(Mid(data, 5, 1)) '‘Data Byteb
rf1443a_cmd(9) = Asc(Mid(data, 6, 1)) '‘Data Byte6

rf1443a_cmd(10) = Asc(Mid(data, 7, 1)) '‘Data Byte7
rfl1443a_cmd(11) = Asc(Mid(data, 8, 1)) '‘Data Byte8
rfl1443a_cmd(12) = Asc(Mid(data, 9, 1)) '‘Data Byte9
rf1443a_cmd(13) = Asc(Mid(data, 10, 1)) '‘Data Bytel0
rf1443a_cmd(14) = Asc(Mid(data, 11, 1)) '‘Data Bytell
rf1443a_cmd(15) = Asc(Mid(data, 12, 1)) '‘Data Bytel2
rf1443a_cmd(16) = Asc(Mid(data, 13, 1)) '‘Data Bytel3
rf1443a_cmd(17) = Asc(Mid(data, 14, 1)) '‘Data Bytel4
rf1443a_cmd(18) = Asc(Mid(data, 15, 1)) '‘Data Bytel5
rf1443a_cmd(19) = Asc(Mid(data, 16, 1)) '‘Data Bytel6
rf1443a_cmd(20) = rfid1443a_checksum(19) 'Check Sum
SerialPortl.Write(rf1443a_cmd, 0, 21) 'Send Command
End Sub



Z 57& Reader to Host:

Checksum

Preamble | Len Command | Status | Data
Function rfid1 443_retu I'N(ByVal rf1443cmd As Byte) As Boolean
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)
Do

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return = 3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H4 'Write a data block

If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success

lenreturnbyte = .... ' Len return command

Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte
index_return = index_return + 1
If index_return = lenreturnbyte Then exitloop = True
End If
If Now >= timeend Then
exitloop = True
End If
Loop While (exitloop <> True)
SerialPort1.DiscardInBuffer()
If index_return = lenreturnbyte Then
ret = True
End If
rfid1443 return = ret
End Function
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ByteNumber ([0 |1 |2 |3 (4|5 |67 [8]9[10]11]12]13][14]15
Description Value alue Value Adr | Adr | Adr | Adr
Fig 6. Value blocks
4-4-6. Initialize a value block
0xBA | Len | 0x06 | Block | Value | Checksum

Block: The block number to be mitialized. 1 byte.

Value: The value to write, 4 bytes.
Return:
0xBD | Len | O0x06 | Status | Value | Checksum
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xF0O: Checksum error
Value: Value written if the operation succeeds, 4 bytes.

| WRITE AVALLUE BLOCE, I

Private Sub Button7 Click
Send Command

{ File : write_value_block_button.txt}

-

Private Sub

rfidl443a_write_value block

Send Command

{ file : write_value_block.txt}

-

Check Return Command

{ file : return.txt}

Function rfid1443_return

Wait Return Command




Private Sub BUttOﬂ?_C”Ck(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles
Button7.Click

Dim HextempLB, HextempHB, Hextemplate As String 58
Dim ValueLH, ValuelLL, ValueHH, ValueHL As Integer

Dim money As Integer
Form4.ShowDialog()
rfid1 443a_Write_Va|Ue_b|OCk(VaI(Form4.txtblock.Text), Val(Form4.txtvalue.Text))
If rfid1443_return(&H6) = True Then

ListBox1.ltems.Add("Write a value block Success")
tmpdisp_return =™

Forind_disp=4To7 Block Value
tmpdisp_return = tmpdisp_return & Hex(rf1443a_return(ind_disp)) & "-"

Next

ListBox1.ltems.Add("Value=" & tmpdisp_return) [ Enter

HextempLB = Hex(rf1443a_return(4))

HextempHB = Hex(rf1443a_return(5))
If Len(HextempLB) = 1 Then
HextempLB = "0" & HextempLB
End If
If Len(HextempHB) =1 Then
HextempHB = "0" & HextempHB
End If
Hextemplate = "0123456789ABCDEF"
ValueLH = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
ValueLH = ValuelLH * 16
ValueLL = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
ValueHH = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
ValueHH = ValueHH * 16 * 3
ValueHL = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1

4-4-6. Initialize a value block

ValueHL = ValueHL * 16 " 2 | 0xBA ‘ Len | 0x06 ‘ Block | Value | Checksum |
money = ValueHH + ValueHL + ValuelLH + ValuelLL ]\B,rki(:kf Ele bl(icktnum‘?ter tgL)ertin.inahzed, 1 byte.
ListBox1.ltems.Add("Money=" & money) R % VTS To WS, Oy
Else [0xBD |[TLen [ 0x06 ‘lStatus | Value | Checksum |
ListBox1.ltems.Add("Write a value block Error") Status: X0 S‘;‘i;‘;‘“‘ succeed
If index_return > 0 Then 0x05: Wite fail o
0x06: Unable to read after write
Select Case I’fl443a_l’eturn(3) 0x0D: Not authenticate
0xF0: Checksum error
Case & H - 'Return code No tag Error Value: Value written if the operation succeeds, 4 bytes.
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")
Case &H.... 'Return code Write fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Write fail")
Case &H.... 'Return code Unable to read after write Error
ListBox1.ltems.Add(rf1443a_return(3) & "Unable to read after write")
Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If
End

End Sub



Private Sub rfid1443a_write_value block(ByVal block As Byte, ByVal value As
Integer)
Dim y As Integer Z 59&
Dim valuel, value2, H, L As Byte
Dim Hexnum, HextempHB, HextempLB, Hextemplate As String
Hexnum = Hex(value)

If Len(Hexnum) < 4 Then m

Fory=1To 4 - Len(Hexnum)
Hexnum = "0" & Hexnum Bleck Yo
Nexty
End |f Enter

Hextemplate = "0123456789ABCDEF"

HextempHB = Mid(Hexnum, 1, 2)

H = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1
value2 =(H*16) + L

HextempLB = Mid(Hexnum, 3, 2)

H = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
valuel=(H*16) + L

rf1443a_cmd(0) = &H.... 'Header
rf1443a_cmd(1) = &H.... 'Len
rf1443a_cmd(2) = &H.... '‘Command
rf1443a_cmd(3) = block '‘Block
rfl443a_cmd(4) = valuel 'valuel
rfl443a_cmd(5) = value2 'value2
rfl443a_cmd(6) = &HO ‘'value3
rfl443a_cmd(7) = &HO 'value4

rfl443a_cmd(8) = rfid1443a_checksum(7) 'Check Sum
SerialPortl.Write(rf1443a_cmd, 0, 9) 'Send Command

End Sub 4-4-6. Initialize a value block
| 0xBA | Len | 0x06 | Block | Value | Checksum |
Block: The block number to be initialized, 1 byte.
Value: The value to write. 4 bytes.
Return:
| 0xBD | Len | 0x06 | Status | Value | Checksum |
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xFO0: Checksum error
Value: Value written if the operation succeeds, 4 bytes.




Reader to Host:

Preamble | Len Command | Status

Data

Checksum

Function rfid1443 returnyvai rf1443cmd As Byte) As Boolean

Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)

Do

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl1.ReadByte
If index_return = 3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command

Case &H5 'Read a value block

60| ¢

If rx the <> &H.... Then eXitloop = True ‘check Status Not Success€

lenreturn the = .... ' Len return command

Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
End Select
End If
rfl443a_return(index_return) = rx_hyte

. . 4-4-6. Initialize a value block
index_return = index_return + 1

If index_return = lenreturnbyte Then exitloop = True | OxBA | Len | 0x06 | Block | Value | Checksum |

End If Block: The block nunlber to be initialized, 1 byte.

If Now >= timeend Then Value: The value to write, 4 bytes.

exitloop = True Return:

End If | 0xBD [Len |0x06 | Status | Value | Checksum |
Loop While (exitloop <> True) Status: 0x00: Operation succeed
SerialPort1.DiscardInBuffer() 0x01: No tag
If index_return = lenreturnbyte Then 0x05:  Write fail

ret = True 0x06: Unable to read after write
End If 0x0D: Not authenticate
rfid1443_return = ret 0xFO: Checksum error

End Function

Value: Value written if the operation succeeds, 4 bytes.




4-4-5. Read a value block ZHG'IHA

OxBA | Len | 0x05 | Block | Checksum
Block: The block number to be read. 1 byte.
Return:
O0xBD | Len | 0x05 | Status | Value | Checksum
Status: 0x00: Operation succeed
Ox01: No tag
0x04: Read fail
0x0D: Not authenticate
0x0E: Not a value block
0xF0: Checksum error
Value: Value returned if the operation succeeds, 4 bytes.

| READAVALUEBLOK |
Private Sub
Private Sub Button8 Click rfid1443a_read_value_block
Send Command > Send Command
- { file : read_value_block.txt}
i Function rfid1443 return
' >
{ File : read_value_block_button.txt} Wait Return Command
- { file : return.txt}

Check Return Command




Private Sub BUttOﬂS_C”Ck(ByVaI sender As System.Object, ByVal e As System.EventArgs)
Handles Button8.Click

Read a value block

strblock: .I'r.u.).llj.té.c.).x("lnput Block", "Read a value block") =
rfid1443a_read value block(vai(strblock)) —

cx /) | 62

If rfid1443_return(&H5) = True Then
ListBox1.ltems.Add("Read a value block Success")
tmpdisp_return =™
Forind_disp=4To 7

tmpdisp_return = tmpdisp_return & Hex(rf1443a_return(ind_disp)) & "-"
Next
ListBox1.ltems.Add("Value=" & tmpdisp_return)
HextempLB = Hex(rf1443a_return(4))
HextempHB = Hex(rf1443a_return(5))

Hextemplate = "0123456789ABCDEF"

ValueLH = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1

ValueLH = ValueLH * 16

ValuelLL = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1

ValueHH = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1

ValueHH = ValueHH * 16 * 3 4-4-5. Read a value block

ValueHL = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1 [0xBA [Len |0x05 |Block | Checksum |
Block: The block number to be read, 1 byte.

ValueHL = ValueHL * 16 " 2 Return:
money = ValueHH + ValueHL + ValueLH + ValuelLL |0xBD | Len [ 0x05 \IStatus | value | Checksum |
ListBox1.ltems.Add("Money=" & money) Status: 0x00: ggeél‘“g“"“ suceeed
Else Ox04; Read fail
ListBox1.ltems.Add("Write a value block Error") gxgg} gﬁ ﬂuthfﬂﬁgftek
If index_return > 0 Then OiFO; Cﬁecak‘;i;ems;:
Select Case rfl443a_return(3) Value: Value returned if the operation succeeds, 4 bytes.
Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")
Case &H.... 'Return code Read fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Read fail")
Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Not a value block Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not a value block")
Case &H.... 'Return code Checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If
End If

End Sub



4-4-5. Read a value block Z 63&
OxBA | Len | 0x05 | Block | Checksum
Block: The block number to be read, 1 byte.
Return:
0xBD | Len | 0x05 | Status | Value | Checksum
Status: 0x00: Operation succeed

0x01: Notag

0x04: Read fail

0x0D: Not authenticate

0xOE: Not a value block

0xFO: Checksum error
Value: Value returned if the operation succeeds, 4 bytes.

Private Sub rfid1443a_read value block(ByVal block As Byte)

rf1443a cmd(0) = &H.... '‘Header
rf1443a cmd(1l) = &H.... '‘Len
rf1443a cmd(2) = &H.... ‘Command
rf1443a_cmd(3) = block '‘Block

rf1443a_cmd(4) = rfid1443a_checksum(3) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 5) 'Send Command

End Sub

Input Block




Reader to Host:

Preamble | Len Command | Status | Data | Checksum
Function rfid1 443_retu "M (ByVal rf1443cmd As Byte) As Boolean
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)
Do
If SerialPortl.BytesToRead > 0 Then > 64 <

rx_byte = SerialPortl.ReadByte
If index_return = 3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command

Case &H6 '"Write a value block
If rx byte <> &H.... Then eXitIOOD = True ‘check status Not Success
lenreturn byte - .... " Len return command

Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True '‘Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True '‘Check Status Not Success
lenreturnbyte = .... ' Len return command

Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True '‘Check Status Not Success

lenreturnbyte = .... ' Len return command
End Select
End If
e eum(riec o) - e 445 Read a value block
If index_return = lenreturnbyte Then exitloop = True ‘ OxBA ‘ Len | 0x05 ‘ Block ‘ Checksum ‘

End If Block: The block number to be read, 1 byte.

If NOW >=timeend Then Return:

EnZXI'EOOp = True | 0xBD | Len |0x05 | Status | Value | Checksum |
Loop While (exitloop <> True) Status: 0x00:  Operation succeed
SerialPort1.DiscardInBuffer() 0x01: No tag
If index_return = lenreturnbyte Then 0x04: PRead fail
Enr(ﬂf: True 0x0D: Not authenticate
fid1443 return = ret 0x0E: Not a value block

End Function 0xF0:  Checksum error

Value: Value returned if the operation succeeds, 4 bytes.



4-4-8. Increment value

0xBA

Len

0x08

Block

Value

Checksum

Block: The block number to be increased, 1 byte.

Value: The value to be increased by, 4 bytes.
Return:
OxBD | Len | 0x08 | Status | Value | Checksum
Status: 0x00: Operation succeed

0x01: Notag

0x05:  Write fail

0x06: Unable to read after write

0x0D: Not authenticate

0x0E: Not a value block

0xFO: Checksum error
Value: The value after increment 1f the operation succeeds, 4 bytes

INCREMENT VALLE

Private Sub Button9 Click
Send Command

Check Return Command

File :
increment_value block button.txt

Private Sub
rfidl443a_increment_value block

- Send Command

{ file : increment_value_block.txt}

Function rfid1443_return

-

Wait Return Command

{ file : return.txt}




Private Sub BUttOng_C"Ck(ByVal sender As System.Object, ByVal e As System.EventArgs)
Handles Button9.Click

Form4.ShowDialog()

rfid1 443a_increment_va|Ue_b|OCk(VaI(Form4.txtblock.Text), Val(Form4.txtvalue.Text))

If rfid1443_return(&H8) = True Then
ListBox1.ltems.Add("Increment value Success")

Forind_disp=4To7

tmpdisp_return = tmpdisp_return & Hex(rf1443a_return(ind_disp)) & "-" Block Value
Next Il |
ListBox1.ltems.Add("Value=" & tmpdisp_return) ) '
HextempLB = Hex(rf1443a_return(4)) | Enter |
HextempHB = Hex(rf1443a_return(5)) o |

If Len(HextempLB) = 1 Then

HextempLB = "0" & HextempLB
End If Z 00 i

If Len(HextempHB) =1 Then

HextempHB = "0" & HextempHB
End If
Hextemplate = "0123456789ABCDEF"
ValueLH = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
ValuelLH = ValuelLH * 16
ValueLL = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
ValueHH = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
ValueHH = ValueHH * 16 ~ 3
ValueHL = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1
ValueHL = ValueHL * 16 * 2

money = ValueHH + ValueHL + ValueLH + ValuelLL |4-4-s. lemlnmml | | |

H n —_ L > lock al ‘heck:

LIStBOXl'ItemS'Add( Money_ & money) g}iﬁ:i: %;;jblofggfrznbgfgbe in‘c:eg:ed.(l:b;ie?mn
Else Value: The value to be increased by. 4 bytes.

. Return:
ListBox1.ltems.Add("Increment value Error") |U_x_}lslj [Len [0x08 | Status | Value | Checksum |
If indeX_I’etum > O Then Status: gx(m: Operation succeed

x01: Notag
Select Case rf1443a_return(3) 0x05:  Waite fail
0x06:  Unable to 1'elad after write
Case &H.... 'Return code No tag Error OxOD: - Not authenticate
ListBox1.ltems.Add(rf1443a_return(3) & "No tag") . OxFO: Checksumemor ,
Value: The value after increment if the operation succeeds, 4 bytes
Case &H.... 'Return code Read fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Read fail")
Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Not a value block Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not a value block™)
Case &H.... 'Return code checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If

End If

End Sub



4-4-8. Increment value Z 67&
|0XBA |Le11 |(}x(}8 |Block |Value Checksum |

Block: The block number to be increased, 1 byte.
WValue: The value to be imcreased by, 4 bytes.

Return:
| 0xBD | Len | 0x08 | Status | Value | Checksum |
Status: O0x00: Operation succeed

Ox01: No tag
0x05: Write fail
0x06: Unable to read after write
Ox0D: Not authenticate
Ox0OE: 1Not a value block
0xFO: Checksum error
WValue: The value after increment if the operation succeeds. 4 bytes

Private Sub rfid1443a_increment_value block(ByVval block As Byte, ByVal value
As Integer)
Hexnum = Hex(value) m
If Len(Hexnum) < 4 Then Block Value
Fory =1 To 4 - Len(Hexnum) | ||
Hexnum = "0" & Hexnum |
Next y
End If
Hextemplate = "0123456789ABCDEF"
HextempHB = Mid(Hexnum, 1, 2)
H = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1
value2 = (H *16) + L
HextempLB = Mid(Hexnum, 3, 2)
H = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
valuel=(H*16) + L

Enter

rf1443a_cmd(0) = &H.... 'Header
rf1443a_cmd(1) = &H.... 'Len
rf1443a_cmd(2) = &H.... '‘Command

rf1443a_cmd(3) = block ‘Block

rfl1443a_cmd(4) = valuel 'valuel

rfl443a_cmd(5) = value2 'value2

rf1443a_cmd(6) = &HO ‘'value3

rf1443a_cmd(7) = &HO ‘'value4

rfl1443a_cmd(8) = rfid1443a_checksum(7) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 9) 'Send Command
End Sub



Reader to Host:

Preamble | Len Command | Status | Data | Checksum
Function rfid1 443_retu I'M(ByVal rf1443cmd As Byte) As Boolean
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0

timeend = Now.AddMilliseconds(2000)
o )[68]<

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return =3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H8 'Increment value

If rx the <> &H.... hen exitioop = True 'Check Status Not Success
lenreturn the - .... ' Len return command

Case &H9 'Decrement value

If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &HA 'Copy value

If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success

lenreturnbyte = .... " Len return command
End Select
End If
rf1443a_return(index_return) = rx_byte 4-4-8. Increment value
index_return = index_return + 1 | 0xBA | Len ‘ 0x08 | Block | Value | Checksum |
If index_return = lenreturnbyte Then exitloop = True ~ Block: The block number to be increased, 1 byte.
End If Value: The value to be increased by, 4 bytes.
If Now >= timeend Then Return:
exitloop = True | 0xBD |Len |0x08 |Status | Value | Checksum |
End If Status: 0x00: Operation succeed
Loop While (exitloop <> True) 0x01: No tag
SerialPortl.DiscardInBuffer() 0x05:  Write fail
If index_return = lenreturnbyte Then 0x06: Unable to read after write
ret = True 0x0D: Not authenticate
End If 0x0E: Not a value block
rfid1443_return = ret 0xF0: Checksum error
End Function Value: The value after increment if the operation succeeds, 4 bytes



4-4-9. Decrement value

0xBA

Len

0x09

Block

Value

Checksum

Block: The block number to be decreased, 1 byte

Value: The value to be decreased by. 4 bytes
Return:
0xBD | Len | 0x09 | Status | Value | Checksum
Status: 0x00: Operation succeed

0x01: No tag

0x05:  Write fail

0x06: Unable to read after write

0x0D: Not authenticate

0xOE: Not a value block

0xF0: Checksum error
Value: The value after decrement if the operation succeeds, 4 bytes

DECREMENT VALUE

Check Return Command

File :
decrement_value block button.txt

Private Sub ButtonlO Click
Send Command

Private Sub
rfid1443a_decrement_value_ block

- Send Command

{ file : decrement_value_block.txt}

Function rfid1443_return

-

Wait Return Command

{ file : return.txt}




Private Sub Button1 O_C”Ck(ByVaI sender As System.Object, ByVal e As System.EventArgs)
Handles Button10.Click

Form4.ShowDialog()

rfid1443a_decrement value block(val(Forma.txtblock.Text), Val
If rfid1443_return(&H9) = True Then Block  Value
ListBox1.ltems.Add("Decrement value Success") i
tmpdisp_return =™
Forind _disp=4To 7
tmpdisp_return = tmpdisp_return & Hex(rf1443a_return(ind_disp)) & "-"

Next
ListBox1.ltems.Add("Value=" & tmpdisp_return) Z 70 i
HextempLB = Hex(rf1443a_return(4))

HextempHB = Hex(rf1443a_return(5))
If Len(HextempLB) =1 Then
HextempLB ="0" & HextempLB
End If
If Len(HextempHB) = 1 Then
HextempHB ="0" & HextempHB
End If
Hextemplate = "0123456789ABCDEF"
ValuelLH = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
ValuelLH = ValueLH * 16
ValueLL = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
ValueHH = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
ValueHH = ValueHH * 16 ~ 3
ValueHL = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1

[ Enter J

ValueHL = ValueHL * 16 ~ 2 4-4-9, Decrement value
money = ValueHH + ValueHL + ValuelLH + ValueLL | OTBi | Lhenbl\ 0E09 LBlocll(} L\"alue !C*gfcksum |
. n _n Block: The block number to be decreased, 1 byte
£l LIStBOXl'ItemS'Add( Money_ & money) Value: The value to be decreased by, 4 bytes
se Return:
ListBox1.ltems.Add("Decrement value Error") [0xBD |Len [0x09 |Status [Value |Checksum |
. Status: 0x00:  Operation succeed
If index_return > 0 Then 0x01: No tag
Select Case rf1443a_return(3) 8xg§: I\fj\frifglfatﬂ after it
X : nabole to read atter write
Case &H.... 'Return code No tag Error 8xgg: got aUthlemiglatek
. : t
ListBox1.ltems.Add(rf1443a_return(3) & "No tag") Oim Cﬁesk‘gi;?m;’f
. Value: The value after decrement if the operation succeeds, 4 bytes
Case &H.... 'Return code Read fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Read fail")
Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Not a value block Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not a value block™)
Case &H.... 'Return code checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If

End If



4-4-9. Decrement value
| 0xBA |[Len |0x09 |Block | Value | Checksum |
Block: The block number to be decreased, 1 byte
Value: The value to be decreased by, 4 bytes
Return:
‘ 0xBD ‘ Len ‘ 0x09 ‘ Status ‘ Value ‘ Checksum ‘
Status: 0x00:  Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0x0E: Not a value block Block Value
0xF0:  Checksum error

71

Value: The value after decrement if the operation succeeds, 4 bytes [ —

Private Sub rfid1443a_decrement value block(ByVval block As
Byte, ByVal value As Integer)
Dim y As Integer
Dim valuel, value2, H, L As Byte
Dim Hexnum, HextempHB, HextempLB, Hextemplate As String
Hexnum = Hex(value)
If Len(Hexnum) < 4 Then
Fory=1To 4 - Len(Hexnum)
Hexnum = "0" & Hexnum
Nexty
End If
Hextemplate = "0123456789ABCDEF"
HextempHB = Mid(Hexnum, 1, 2)
H = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1
value2 = (H * 16) + L
HextempLB = Mid(Hexnum, 3, 2)
H = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
L = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
valuel=(H *16) + L

rf1443a_cmd(0) = &H.... 'Header
rf1443a_cmd(1) = &H.... 'Len=
rf1443a_cmd(2) = &H.... ‘Command=
rfl1443a_cmd(3) = block '‘Block
rf1443a_cmd(4) = valuel 'valuel
rf1443a_cmd(5) = value2 'value2
rfl1443a_cmd(6) = &HO 'value3
rfl1443a_cmd(7) = &HO 'valued

rfl443a_cmd(8) = rfid1443a_checksum(7) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 9) 'Send Command
End Sub




Reader to Host:

Preamble | Len Command | Status | Data | Checksum
Function rfid1 443_retu I'M(ByVal rf1443cmd As Byte) As Boolean 72
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0
timeend = Now.AddMilliseconds(2000)
Do

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return =3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H9 'Decrement value

If rx the <> &H.... Then eXitloop = True ‘check status Not Success
lenreturn the = .... ' Len return command

Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte
index_return = index_return + 1
If index_return = lenreturnbyte Then exitloop = True
End If
If Now >= timeend Then
exitloop = True
End If
Loop While (exitloop <> True)
SerialPortl.DiscardInBuffer()

4-4-9. Decrement value

[0xBA [Len |0x09 |Block | Value | Checksum |
Block: The block number to be decreased, 1 byte
Value: The value to be decreased by, 4 bytes
Return:

| 0xBD | Len | 0x09 | Status | Value \ Checksum \
Status: 0x00: Operation succeed

0x01: Notag

If index_return = lenreturnbyte Then 0x05: Write fail

ret = True 0x06: Unable to read after write
End If 0x0D: Not authenticate
rfid1443 return = ret 0x0E: Not a value block

End Function 0xF0: Checksum error

Value: The value after decrement if the operation succeeds, 4 bytes



4-4-10. Copy value
OxBA | Len | Ox0A | Source | Destination | Checksum 2=
Source: The source block copy from, 1 byte Z i
Destination: The destination copy to, 1 byte
The source and destination must in the same sector
Return:
0xBD | Len | OxOA | Status | Value | Checksum
Status: 0x00: Operation succeed

0x01: No tag

0x05: Write fail

0x06: Unable to read after write

0x0D: Not authenticate

0x0E: Not a value block (Source)

0xF0: Checksum error
Value: The value after copy if the operation succeeds, 4 bytes

COPY VALUE

i - Pri fid144
Private Sub Buttonll Click rivate Sub rfid1443_copy

Send Command - Send Command

- { file : copy.txt}
|
|
: Function rfid1443_return
' >

File : copy_button.txt Wait Return Command
- { file : return.txt}

Check Return Command




Private Sub Button1 1_C|iCk(ByVaI sender As System.Object, ByVal e As
System.EventArgs) Handles Button11.Click >
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rfid1 443_CO PY (Val(Formb.txtblock_source.Text), Val(Form5.txtblock_destination.Text))

If rfid1443_return(&HA) = True Then
ListBox1.ltems.Add("Copy value Success")
tmpdisp_return =™
Forind_disp=4To7

tmpdisp_return = tmpdisp_return & Hex(rf1443a_return(ind_disp)) & "-"
Next
ListBox1.ltems.Add("Value=" & tmpdisp_return)
HextempLB = Hex(rf1443a_return(4))
HextempHB = Hex(rf1443a_return(5)) Block Source
If Len(HextempLB) =1 Then

HextempLB = "0" & HextempLB

End If

If Len(HextempHB) =1 Then

HextempHB = "0" & HextempHB
End If
Hextemplate = "0123456789ABCDEF"
ValueLH = InStr(1, Hextemplate, Mid(HextempLB, 1, 1)) - 1
ValueLH = ValueLH * 16
ValueLL = InStr(1, Hextemplate, Mid(HextempLB, 2, 1)) - 1
ValueHH = InStr(1, Hextemplate, Mid(HextempHB, 1, 1)) - 1
ValueHH = ValueHH * 16 * 3
ValueHL = InStr(1, Hextemplate, Mid(HextempHB, 2, 1)) - 1

ValueHL = ValueHL * 16 ~ 2 4-4-10. Copy value _
money = ValueHH + ValueHL + ValueLH + ValuelL | 2XBA | Le11T1| Ox0A ‘bSlouLce ‘ Dc‘estmatmu | Checksum
. Source: he source block copy from, 1 byte
LIStBOXl.|temS.Add("M0ney:" & money) Destination: The destination copy to, 1 byte
Else The source and destination must in the same sector
. Return:
LIStBOXl.|temS.Add("C0py value Error") [0xBD [Len | 0x0A [Status | Value | Checksum |
H Status: 0x00: Operati d
If index_return > 0 Then T ol Ngi“gw“ sueeee
Select Case rf1443a_return(3) 0x05:  Write fail
0x06:  Unable to read after write
Case &H.... 'Return code No tag Error 0x0D:  Not authenticate
. " " 0x0E: Not a value block (Source)
ListBox1.ltems.Add(rf1443a_return(3) & "No tag") 0xFO:  Checksum error
. Value: The value after copy if the operation succeeds, 4 bytes
Case &H.... 'Return code Read fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Read fail")
Case &H.... 'Return code Not Authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate™)
Case &H.... 'Return code Not a value block Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not a value block")
Case &H.... 'Return code Checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select
End If

End If

End Sub



4-4-10. Copy value

OxBA Len

0x0A | Source Destination

Checksum Z 7 5 i

Source: The source block copy from, 1 byte
Destination: The destination copy to. 1 byte
The source and destination must in the same sector

Return:
0xBD | Len | Ox0A | Status | Value | Checksum
Status: 0x00: Operation succeed

0x0l: No tag

0x05:  Write fail

0x06: Unable to read after write

0x0D: Not authenticate

O0x0E: Not a value block (Source)

0xF0: Checksum error

Value: The value after copy if the operation succeeds, 4 bytes

Copy value

Block Souice

Private Sub rfid1443 copy(ByVal source As Byte, ByVal destination As

Byte)

rf1443a_cmd(0) = &H....

rf1443a_cmd(1) = &H....

rf1443a_cmd(2) = &H....

rf1443a_cmd(3) = source
rf1443a_cmd(4) = destination

rf1443a_cmd(5) = rfid1443a_checksum(4)
t

SerialPort1.Write(rf1443a_cmd, 0, 6)

End Sub

'Header
'Len
'Command

'Source
'Destination
'Check Sum
'Send Command



Reader to Host:

Preamble | Len Command | Status | Data | Checksum
Function rfid1 443_retu I'M(ByVal rf1443cmd As Byte) As Boolean
Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean
Dim timeend As Date Dim ret As Boolean index_return =0

timeend = Now.AddMilliseconds(2000)
o )[76]<

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return = 3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H7 'Write master key (key A)
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command

Case &HA 'Copy value
If rx the <> &H.... hen exitioop = True 'Check Status Not Success

lenreturnbyte = .... ' Len return command
End Select
End If
rfl443a_return(index_return) = rx_byte 4.4-10. C .
index_return = index_return + 1 -0, Lopy vanue —
If index_return = lenreturnbyte Then exitioop = True | (;XBA | Lenﬂ| 0x0A |bsloui:e | [;esnmlh{;n; | Checksum |
End If - Oll.I'ICEZ . 1e sour.ce ) OCK CcOpy Irom, yie
If Now >= timeend Then Destination: The destination copy to, 1 byte
. _ The source and destination must in the same sector
exitloop = True Return:
LOEn?/\;Lile (exitloop <> True) | 0xBD | Len | O0xOA [ Status | Value | Checksum |
P . P Status: 0x00: Operation succeed
SerialPortl.DiscardInBuffer() 0x01:  No tag
If index_return = lenreturnbyte Then )

0x05:  Write fail
ret = True 0x06:  Unable to read after write
E.nd If 0x0D: Not authenticate
rfld1443_return =ret 0x0E: Not a value block (Source)
End Function 0xF0: Checksum error
Value: The value after copy if the operation succeeds, 4 bytes



4-4-7. Write master Key (key A)

OxBA

Len

0x07

Sector

Key

Checksum

Sector: The sector number to be written, 1 byte.

Key:  Authentication key, 6 bytes
Return:
0xBD | Len | 0x07 | Status | Key | Checksum
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x0D: Not authenticate
0xF0O: Checksum error
Key:  Authentication key written if the operation succeeds, 6 bytes.
Wribe master key (key A ]

File : write_master_key button.txt

Check Return Command

-

Private Sub Buttonl2 Click
Send Command

Private Sub
rfidl443a_write_master_key

> Send Command

{ file : write_master_key.txt}

Function rfid1443_return

-

Wait Return Command

{ file : return.txt}




Input Password

Sector Passwordl  Password2 Password3 Passwordd PasswordS  Passwordb
0] 255 255 255 255 255 255

Private Sub Button12_Click(Byval sender As System.Object, ByVal e As
System.EventArgs) Handles Button12.Click

Form2.ShowDialog()

rfid1443a_write _master key(val(Form2.txtsector.Text),
Val(Form2.txtpasswordl.Text), Val(Form2.txtpassword2.Text),
Val(Form2.txtpassword3.Text), Val(Form2.txtpassword4.Text),
Val(Form2.txtpassword5.Text), Val(Form2.txtpassword6.Text))

If rfid1443_return(&H7) = True Then
ListBox1.ltems.Add("Write master key (key A) Success")
ListBox1.ltems.Add("KEY=" & Hex(rf1443a_return(4)) & ":" & Hex(rf1443a_return(5))
& """ & Hex(rfl1443a_return(6)) & ":" & Hex(rf1443a_return(7)) & ":" & Hex(rf1443a_return(8))
& """ & Hex(rf1443a_return(9)))
Else
ListBox1.ltems.Add("Write master key (key A) Error")
If index_return >0 Then
Select Case rf1443a_return(3)

Case &H.... 'Return code No tag Error
ListBox1.ltems.Add(rf1443a_return(3) & "No tag")
Case &H.... 'Return code Write fail Error
ListBox1.ltems.Add(rf1443a_return(3) & "Write fail")
Case &H.... 'Return code Not authenticate Error
ListBox1.ltems.Add(rf1443a_return(3) & "Not authenticate")
Case &H.... 'Return code Checksum Error
ListBox1.ltems.Add(rf1443a_return(3) & "Checksum error")
End Select 4-4-7. Write master key (key A)
End If | 0xBA |[Len |0x07 | Sector |Key |Checksum |
End If Sector: The sector number to be written, 1 byte.
Key: Authentication key, 6 bytes
......................... Refurn:
End Sub | 0xBD | Len | 0x07 | Status | Key | Checksum |

Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x0D: Not authenticate
0xFO:  Checksum error
Key: Authentication key written if the operation succeeds, 6 bytes.



Input Password

Sector Passwordl Password? Password3 Passwordd  Passwordd  PazswordB
0 255 255 _ 255 255 _ _255 255

Private Sub rfid1443a_write_master_key(ByVal sector As Byte, ByVal
password1 As Byte, ByVal password2 As Byte, ByVal password3 As Byte,
ByVal password4 As Byte, ByVal password5 As Byte, ByVal password6
As Byte)

rf1443a_cmd(0) = &H.... 'Header
rf1443a_cmd(1) = &H.... 'Len
rf1443a_cmd(2) = &H.... 'Command
rf1443a_cmd(3) = sector '‘Sector

rf1443a_cmd(10) = rfid1443a_checksum(9) 'Check Sum
SerialPort1.Write(rf1443a_cmd, 0, 11) 'Send Command
End Sub

4-4-7. Write master key (key A)
| 0xBA |[Len |0x07 | Sector |Key |Checksum |
Sector: The sector number to be written, 1 byte.
Key: Authentication key, 6 bytes
Return:
| 0xBD | Len | 0x07 | Status | Key | Checksum |
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x0D: Not authenticate
0xFO:  Checksum error
Key: Authentication key written if the operation succeeds, 6 bytes.




Reader to Host:

Preamble | Len Command | Status | Data Checksum

Function rfid1 443_retU I'M(ByVal rf1443cmd As Byte) As Boolean

Dim rx_byte As Byte Dim lenreturnbyte As Byte = 100 Dim exitloop As Boolean

Dim timeend As Date Dim ret As Boolean index_return =0 80
timeend = Now.AddMilliseconds(2000)

Do

If SerialPortl.BytesToRead > 0 Then
rx_byte = SerialPortl.ReadByte
If index_return = 3 Then
Select Case rf1443cmd
Case &H1 'Select Mifare card
lenreturnbyte = .... " Len return command
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
Case &H2 'Login to a sector
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H3 'Read a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H4 'Write a data block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command
Case &H5 'Read a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success€
lenreturnbyte = .... " Len return command
Case &H6 'Write a value block
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

Case &H7 'Write master key (key A)
If rx byte <> &H.... Then exitloop = True ‘check status Not Success
lenreturn byte - ... ' Len return command

Case &H8 'Increment value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command

Case &H9 'Decrement value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... ' Len return command

Case &HA 'Copy value
If rx_byte <> &H.... Then exitloop = True 'Check Status Not Success
lenreturnbyte = .... " Len return command

End Select
End If
rfl443a_return(index_return) = rx_byte
index_return = index_return + 1

If index_return = lenreturnbyte Then exitioop = True ~ _4-4-7. Write master key (key A)
End If | 0OxBA [Len |0x07 |[Sector |Key |Checksum |
If Now >= timeend Then Sector: The sector number to be written, 1 byte.
exitloop = True Key:  Authentication key, 6 bytes
End If Return:
Loop While (exitloop <> True) | 0xBD | Len |0x07 |Status | Key | Checksum |
SerialPortl1.DiscardInBuffer() Status: 0x00:  Operation succeed
If index_return = lenreturnbyte Then 0x01: No tag
ret = True 0x05:  Write fail
End If 0x0D: Not authenticate
rfid1443_return = ret 0xF0: Checksum error

End Function Key:  Authentication key written if the operation succeeds, 6 bytes.



Public Class Forml

fs WNIn 1 Ez

Private Sub Forml Load()
"File : from load.txt

End Sub RS232 Set 1¥nunnmsnaaeg

Function rfidl443a_chcektagin() As Boolean
Dim r As Boolean
IT SerialPortl.CDHolding = False Then r = True
rfidl443a_chcektagin = r 1. 1¥ms29@0U Tag

End Function Negdluuinadiaosslansela

Private Sub rfidl443a _reset()

" file :

End Sub

Private Sub
"file :
End Sub

Private Sub

" file :

End Sub

Private Sub

" file :

End Sub

Private Sub
" file
End Sub

Private Sub

" file :

End Sub

Private Sub
" file
End Sub

End Class

reset.txt

2. Gl“lafl Reset Reader

rfidl443a_select_card()
select card.txt

3. 14011 UID Tag

rfidl443a login_sector()
login_sector.txt

4. 19 login Sector Tag

rfidl443a_read _data block()
read data block.txt

5. Gl‘lgfl Read data

rfidl443a _write_data block()

: write_data block.txt

6. Gl“lail Write Data

rfidl443a_read_value block()
read value block.txt

8. Gl“lafl Read Value

rfidl443a_write_value block()

- write_value block.txt

7. 1“!9{ Write value



Public Class Forml E LINSn 2 g

Private Sub rfidl443a write master_key()
" file : write master_key.txt

End Sub o
12. 19 Write Key

Private Sub rfidl443a _increment_value block()
" file : increment _value block.txt

End Sub v
9. Gl‘lf Increment value

Private Sub rfidl443a _decrement_value block()
" file : decrement value block.txt

End Sub v
10. Gl‘li Decrement value

Private Sub rfi1d1443 copy(Q)
" file : copy.txt

End Sub

Function rfi1d1443 return()
" file : return.txt

End Function o [ 2
l¥vunnmsnaassnauarisneay 3 vyl

_______________________________ e — — — — —— — — — — — —

Function rfidl443a_checksum()
" File : checksum.txt

End Function o 2 2
¥ hunnmInaassnauavisneay 2 yull

________________________________ A e e ————

Private Sub Button6 Click()
" File : write data block button.txt

End Sub v
6. 1‘5 Write data

Private Sub Button2_Click()
Button2.Click
rfidl443a reset()

End Sub

Private Sub Buttonl Click()

IT rfidl443a _chcektagin() = True Then
ListBox1. Items.Add("TAG INP™)

Else
ListBox1l. Items.Add("TAG OUT™)
End If 1. l¥n33990Y Tag
End Sub

v a dld' Y A ]
Tegluusnafiasasiarie

________________________________ B o o e — ————————

End Class



Public Class Forml E WNSN 3 g

Private Sub Button4 Click()
" File : login_sector button.txt

En
d Sub 4. 1% login Sector Tag

Private Sub Button3 Click()
"File : select card button.txt

End Sub v
3. %011 UID Ta

Private Sub Buttonl3 Click(ByVal sender As System.Object, ByVal e
As System.EventArgs) Handles
Buttonl3.Click
ListBoxl.ltems.Clear()

End Sub
Gl‘lgfl Clear List Box

Private Sub Button5 Click()
" File : read data block button.txt

End Sub v
5. Gl‘lf Read data

Private Sub Button7_Click()
" File : write_ value block button.txt

End Sub v
7. Gl‘tf Write value

Private Sub Button8 Click()
" File : read value block button.txt

End Sub v
8. Gl“tf Read Value

Private Sub Button9 Click()
"File: increment value block button.txt

End Sub v
9. Gl‘ti Increment value

Private Sub ButtonlO_Click()
* File : decrement value block button.txt

End Sub )
10. 61‘15 Decrement value

Private Sub Buttonll Click()
"File : copy_ button.txt
End Sub
Private Sub Buttonl2 Click()
"File : write_master_key button.txt
End Sub

End Class




