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MIFARE ISO/IEC 14443A(NXP)




RFID Reader

[ISO14443A | Mifare NXP

[SO14443B |CryptoRF Motorola/Atmel
[SO14443C |Felica Sony

[SO14443D |- OTI

[1SO14443E - Cubic
1SO14443F LEGIC KABA

[SO15693 Tag-IT Texas Instruments
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Mifare Classic \

Many chips in the Mifare (ISO14443A) family
Mifare Ultralight
Mifare Classic
Mifare DESFire
Mifare Plus
Mifare EV1
Mifare SMART MX

Most popular: Mifare Classic
over 1 bhillion sold
over 200 million in use

\ 80% of contactless smartcard market /@
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/ Mifare Classic Applications

Public transport ticketing systems
Access control
Wireless payment systems

CharlieCard
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Memory organization |7

Mifare card Mifare card reader

B Data retention of 10 years.
B Wnte endurance 100.000 cycles

"

4 turns wire co / M=1 IS S50 chip ."}
o embedded info a module

Digital Control Unit

RF-Interface - Control & ALU EEPROM

collision

Block diagram

EEFPROM-
Interface

Authenti-
antenna cation Crypto
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Memory organization Byte Number within a Block

Sector | Block | |0{1]2|3[4]|5|6|7|a|9]|10{11]12[13]14]15] [Description
15 3 Key A Access Bits Key B Sector Trailer 15

Data

Data

Data

Key A Access Bits Key B Sector Trailer 14

Data

Data

Data

14

0 = R LA = P

wivtilu 16 sector

Lelay sector i 4 block

Key A Access Bits Key B Sector Traller 1
Data
Data
Data

13un31 Sector Tailor tiludiaua 0 ReyA  |AccessBis|  KeyB | [Fector Traler0
Data

129 key uazyaulunisiinge ’
ata

fiayamatu sector dus el || Manufactrer Biock

Tuusiag block I 16 byte

Block &annauasunaz sector

— kLAl OO = [J L
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Memory organization

Byte

MSE

LsB

x [ x| x| x[x|x]x]0]

—

-

0[1]2]3

5[6 |78 [0 [10[11]12][13[14][15]

Senal Number

Manufacturer Data

Fig 7. Sector trailer

Check Byte
Fig 5. Manufacturer block
Byte Number |0 | 1| 2| 3 51678910011 (121131415
Description Key & Access Bits Key B (optional)
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Memory organization

Data blocks Value Blocks

Byte Number |0 |1 |2 (3[4 |5 |6 |7 |89 (101112131415
Description Value Value Value Adr | &dr | Adr | Adr

Fig 6. Value blocks




Memory organization

Data blocks Value Blocks
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POR

Change of Sector

ldentification and Selection Procedure

Authentication Procedure

Hew Command without

Change of Sector
Y

= Halt

Memory Operations
Value Block

Read, Write, Increment, Decreament, Tranafer, Restors

Read/Write Block
Fead, Write

Fig 8. Memory access
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RFID Reader

Tag supported: Mifare 1K, Mifare 4K, Mifare UltralLight

Auto detecting tag

Integrated antenna

RS232 interface. baud rate 9.600 ~ 115.200 bps

DC4.5V to DC5.5V VDD operating

Operating distance: Up to 80mm, depending on tag

Storage temperature: -40 °C ~ +85 °C

Operating temperature: -20 °C ~ +70 °C

Dimension: 85 x 55 x 7 mm

Two LEDs, green led 1s auto light when tag in detection range. red led
1s controlled by host

The PA1 pin at low level indicates tag in detective range. and high level

indicating tag out
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RFID Reader

4-1. Communication Setting

The communication protocol is byte oriented. Both sending and receiving bytes are in
hexadecimal format. The communication parameters are as follows,

Baud rate: 9,600 ~ 115.200 bps
Data: 8 bits

Stop: 1 bit

Parity: None

Flow control: None

4-2. Communication Format

Host to Reader:

Preamble Len Command | Data Checksum

Preamble: 1 byte, OXBA.

Len: Byte length counting from Command to Checksum inclusively, 1 byte.
Command: Command. 1 byte.

Data: Data, variable length depends on the command type.

Checksum: XOR result from Preamble to Data inclusively. 1 byte.

Reader to Host:

Preamble Len Command | Status | Data Checksum

Preamble: 1 byte, OxBD.

Len: Byte length counting from Command to Checksum inclusively, 1 byte.
Command: Command. 1 byte.

Status: Command status. 1 byte

Data: Data, variable length depends on the command type.

Checksum: XOR result from Preamble to Data inclusively. 1 byte.
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RFID Reader

4-3, Command Overview

Status Overview

Command | Description Status Description

0x01 2 | Select Mifare card 0x00 Operation succeed
0x02 3 | Login to a sector Ux01 No tag

0x03 Read a data block 0x02 Lﬂgl,n SLI,EEEEd

0x04 Write a data block gigi Ef iln fiziilﬂ

0x05 Read a value block 005 W;i = Eail

0x06 Initialize a value block 0x06 Unable fo tead after write
0x07 Write master key (key A) 0x0A Collision occur

0x08 Increment value 0x0D Not authenticate
0x09 Decrement value 0x0E Not a value block
0x0A Copy value 0xFO Checksum error
0x10 Read a data page (UltraLight) 0xF1 Command code error
0x11 Write a data page (UltraLight)

0x40 Control PA status

0xFF 1 | Reset
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RFID 1S015693

CHECK TAG M

RESET

SELECT MIFARE CARD

LOGIN TO A SECTOR

ﬂﬁﬁa ﬂ1§ READ & DATA BLOCE,

WRITE & DATA BLOCE.
Y = d A o Y d
mailszgaalfnumalulagorsienlled dmsugudewns | — e

(Mifare ISO/IEC14443A) READ A VALUE BLOCK,

INMCREMENT YALLE

DECREMEMT WalLUE

COPy WalLUE

Wirite master key [key &)

a T T T T T T T T T T !ﬂéaqﬁa‘luﬂ1§§@ﬂ]j!!‘”‘”ﬂgﬂﬁu RS232

z )
= SerialPortl
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] Public Class Forml

Private rfld44s5a cwd(z1l) iLs EByte
Private index return As Byte
Private rfl443a return(z2l) As EByte
Private ind disp As Byte

Private tmpdisp return As String

Dim r As EBoolean
If SerialPortl.CDHolding = False Then r = True
rfidi443a_cheektagin = r

End Function

Private Sub Formwl Load(ByVal sender Ls Systew.Chject, ByWal e LAs Systew.Eventlrgs
End Sub
Function rfidl443a cheektagin() As Boolean

Private Sub rfidlddda reset ()

End Sub

Private Sub rfidld43ia select card(]

End Sub

Private Sub rfidl443a login sector (ByVal sector As Byte, ByWal passwordl As Byte,

End Sub
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[ Wwinite master key (key A ]

Private Sub Buttonl2 Click
Send Command

-

Private Sub
rfid1443a_write_master_key

Send Command

{ file : write_master_key.txt}

File : write_master key button.txt

-

Function rfid1443_return

Wait Return Command

{ file : return.txt}

Check Return Command
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Byte Mumber within a Block

Description
Sector Trailer 15
Data

Data

Data

Sector Trailer 14
Data

Data

Data




82

transfer, restore

Byte Number | 0 [ 1] 2|3 718 1011111211314 |15
Key A Access Bis Key B (optional)
Bit 7 6 o 4 3 2 1 0
Byte 6 T | Cz | € | ¢tf | e [ o | e | o
Byte 7 c1, c1, c1, c1, €3, €3 c3, €3,
Byte 8 Gy G, C3, Gl G2, G2, G2, G2,
Byte 9
Fig9. Access conditions
Table 2. Access conditions
Access Bits Valid Commands Block Description
C13C2;5 C35 read, write — 3 sector trailer
C1,C2; C3 read, write, increment, decrement, —» 2 data block
transfer, restore
C11C24 C34 read, write, increment, decrement, — 1 data block
transfer, restore
C1p9C2p C3p read, write, increment, decrement, — 0 data block
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Table 4, Access conditions for data blocks

Access bits Access condition for Application
Ct1 C2 C3 read write increment decrement,

transfer,

restore
0 0 0 key A|BLL key A|B1 key A|B1 key A|B1 transport

configuration

0 1 0 key A|BLU never never never read/write block
1 0 0 key A|BLI key B never hever read/write block
1 1 0  keyA|BLI key B key B key A|B] value block
0 0 1 key A|BLU never never key A|B1 value block
0 1 1 key BL key B! never hever read/write block
1 0 1 key BL never never hever read/write block
1 1 1 never never hever never read/write block

[1] If Key B may be read in the corresponding Sector Trailer it cannot serve for authentication (all grey marked
lines in previous table). Consequences: If the EWD tries to authenticate any block of a sector with key B
using grey marked access conditions, the card will refuse any subsequent memory access after
authentication.




v samalulatersionlefiuasvivaedsassvuaienasla

a ¢ 2 a W W
ﬂmz’mmma’mmzmﬂiuiml Nﬁ’l?ﬂﬂ’lﬁﬂ?ﬂﬂ@“ﬁﬁﬂgﬁl

Table 3. Access conditions for the sector trailer

Access bits Access condition for Remark
KEYA Access bits KEYE
C1 C2 C3 read write read write read write

0 0 never key A key A never keyA key A Key B may be read

1 0 never never key A never Key A never Key B may be read
0 0 never key B key never never key B
A|B
1 1 0 never never key never never never
A|B

0 0 1 never key A key A key A keyA key A Key B may be read,
transport configuration

0 1 1 never key B key key B never key B

AlB

1 0 1 never never key key B never never
AlB

1 1 1 never never key never never never
AlB

Remark: the grey marked lines are access conditions where key B is readable and may
be used for data.




