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RFID Systems

ISO 15693 ISO 18000-3

MIFARE ISO/IEC 14443A(NXP)
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RFID Reader

[ISO14443A | Mifare NXP
1SO14443B |CryptoRF Motorola/Atmel

1SO14443C Felica sony

1SO14443D |- OTI

1S014443E - Cubic
[1SO14443F LEGIC KABA

ISO15693 Tag-IT Texas Instruments
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Mifare Classic

Many chips in the Mifare (ISO14443A) family

Mifare Ultralight
Mifare Classic
Mifare DESFire
Mifare Plus

Mifare EV1

Mifare SMART MX

Most popular: Mifare Classic
over 1 billion sold
over 200 million in use
80% of contactless smartcard market

4
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f Mifare Classic Applications

Public transport ticketing systems

Access control
Wireless payment systems

Imperial College IIII
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Memory organization [~

Mifare card Mifare card reader

B Data retention of 10 years.
B ‘Write endurance 100.000 cycles

e

4 turns wire co / MF1 IC 350 chip )III
- embedded info a module

Digital Control Unit

RF-Interface - Control & ALU EEPROM

collision

Block diagram
EEPROM-
Interface

Au:h_e nti-
antenna cation Crypto
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Memory organization Byte Number within a Block

Sector | Block | fo[1]2[3]4(5]a[7]8]a]n]11]12]13]14]15] [Description

15 3 Key A Access Bits Key B |Sector Trailer 15
2 Data
1 Data
0 Data

14 3 Key A Access Bits Key B |Sector Trailer 14
2 Data
1 Data
0 Data

wiiatilu 16 sector

weiay sector 11 4 block

Tuueas block & 16 byte 1 g Key A Access Bits Key B 'SDe::t:rTraileM
. : 1 Data
Block amvnauavusay sector 0 Datz
131N Sector Tailor lﬂuﬂaija 0 3 Key A Access Bits Key B |5ector Trailer 0
2129 key wazwaulunsiings 2 Data
fiayanialu sector wuq :] E‘memmfﬂhck
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Memory organization

MSB LSB
x [ x[x[x[x[x[x]0]

Byte[0[1 ]2 [ 3[4 [5][6[7 8]0 [10[11[12][13[14]15]

Serial Number Manufacturer Data
Check Byte

Fig 5. Manufacturer block

ByteNumber [0 1 [2[3[4|5[6]7][8]9][10[11[12][13]14]15
Description Key & Access Bits Key B (optional)

Fig 7. Sector trailer
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Memory organization

Data blocks Value Blocks

Byte Number U|1|2|3 4|5|'|3|T B|Q|1D|1'1'121314'15
Description alue Value Valus adr | Adr | Adr | &dr

Fig 6. WValue blocks




Memory organization

Data blocks Vvalue
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POR

Blocks
Change of Sector

.
-

Y
Identification and Selection Procedure

Y
Authentication Procedure

New Command without

Change of Sector = Halt

Y
Memory Operations
Value Block

Read, Write, Increment, Decrement, Transfer, Restors

Read/Write Block
Read, Write

Fig 8. Memory access

RFID Reader

Mifare
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o Tag supported: Mifare 1K. Mifare 4K. Mifare UltraLight

e Auto detecting tag

e Integrated antenna

e RS232 interface. baud rate 9.600 ~ 115.200 bps

e DC4.5V to DC5.5V VDD operating

e Operating distance: Up to 80mm, depending on tag

e Storage temperature: -40 °C ~ +85 °C

e Operating temperature: -20 °C ~ +70 °C

e Dimension: 85 % 55 x 7 mm

e Two LEDs. green led is auto light when tag in detection range. red led
is controlled by host

e The PAI pin at low level indicates tag in detective range, and high level

indicating tag out
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RFID Reader 4-1. Communication Setting

The communication protocol is byte oriented. Both sending and receiving bytes are in
hexadecimal format. The communication parameters are as follows,

Baud rate: 9,600 ~ 115.200 bps
Data: 8 bits

Stop: 1 bit

Parity: None

Flow control: None

i 4-2. Communication Format
Mifare

Host to Reader:

Preamble | Len | Command | Data | Checksum |

Preamble: 1 byte, OxBA.

Len: Byte length counting from Command to Checlksum inclusively., 1 byte.
Command: Command, 1 byte.

Data: Data. variable length depends on the command type.

Checksum: XOR result from Preamble to Data inclusively. 1 byte.

Reader to Host:

Preamble | Len | Command | Status | Data | Checlcsum |

Preamble: 1 byte, OxBD.

Len: Byte length counting from Commeand to Checlksum inclusively. 1 byte.
Command: Command, 1 byte.

Status: Command status. 1 byte

Data: Data. variable length depends on the command type.

Checksum: XOR result from Preamble to Data inclusively. 1 byte.
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RFID Reader

4-3. Command Overview Status Overview
Command | Description Status Description
0x01 2 | Select Mifare card 0x00 Operation succeed
0x02 3 | Login to a sector 0x01 No tag
0x03 Read a data block 0x02 Lﬁgl,n SH,CCEEd
0x04 Write a data block Ox03 Login ﬂ.ﬂl
0x05 Read a value block Ox04 Re;d fal.l

i 0x05 Write fail
0x06 Imtllallze a value block 006 Unable to read after write
0x07 Write master key (key A) 0x0A Collision occur
0x08 Increment value 0x0D Not authenticate
0x09 Decrement value 0x0E Not a value block
0x0A Copy value 0xF0 Checksum error
0x10 Read a data page (UltraLight) 0xF1 Command code error
0x11 Write a data page (UltraLight)
0x40 Control PA status

O0xFF 1 EReset
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4-4-14. Reset
| 0xBA |Len |O0xFF | Checksum |
No return
#include <do=s.h>- #include <hios.h>- #include <conio.h>-

#include <iostream.h> #include <time.h>
roid reset():

#define COM1 ....//Identifies the I/f0 port; 0 = COM1, 1 = COM2, etc.
fidefine DATA READY 0x100
##define SETTIHGS (...]..-]-.-]1-..}Y ff Sets the coommnications parameters

vold maini})
{ char key:
bioscom{D, SETTIHGS, COM1):
clrscr{):
do
{ reset():
cout<<"ynintExit Program Key ESC"<<endl: I
cout<<"ynit "oendl ;
key=getchi}) :
Ywhile{key!1=27) :ff ES5C = Char(27)

MInAaedi 15 :\tc\bin\mifare\iso14443\reset.cpp
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roid reset{) 4-4-14. Reset

{ time t timef, timel; - -
f10af difft: |IDXBA |Le11 \UAFF |C11ecks1.1111 |
int status: No return
int rf check sum,1i:;
int rf reset omd[3]={..... ~oon0ao ~onaod
rf check sum=0;
cout<<"yn\tSend Command Reset Reader :=";

for{(i=0;i<3F:i++)

{ bioscom{l, rf reset cmd[i], COM1}):;
rf_c!hec!k_smn""=rf_reset_mnﬂ [1]:
cout<<rf reset cmd[i]:
cout<<"' '

H

bioscom{l, rf check sum, COM1}):

cout<<rf check sum;

timef = time{HULL) :

do

{ status = bioscomi{3i, 0, COM1l) :
if (status & DATA READY)

{f i = bioscom{2, 0, COM1); 1}
timel = time{HULL} ;
difft=difftime(timel ,timef) ;

ywhile{ lkbhit{)&&kdifft-=1) ;

cout-<""<<endl ;

cout<<"ynitExit Command Reset ";

delay{1000): MInaaesi 15 :\tc\bin\mifare\iso14443\reset.cpp
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4-4-1. Select Mifare card
0xBA | Len | 0x0l | Checksum
Return:
0xBD |Len |0Ox01 | Status UID Type Checksum
Status: 0x00: Operation succeed

0x01: Notag

0x0A: Collision occur

0xF0: Checksum error
UID:  The uniquely serial number of Mifare card,

4 bytes for Mifare 1k & Mifare 4k. 7 bytes for UltraLight & DesFire
Type: 0x01: Mifare Standard 1K card

0x02: Mifare Pro card

0x03:  Mifare UltraLight card

0x04:  Mifare Standard 4K card

0x05: Mifare ProX card

0x06: Mifare DesFire card

MINAaeIn 16 :\tc\bin\mifare\iso14443\check1.cpp
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#include < dos.hl- #include <hios.h> #include <conio.h>
##include <iostream.hl- ##include <time.h>

roid reset():

#define COM1 O fidefine DATA READY 0x100

fidefine SETTIHGS { OxEO0| O0x03 | O0x00 | Ox00) 4-4-1. Select Mifare card

:Digﬁiztimf T 0xBA | Len | 0x01 | Checksum

float difft; int len,i,status,index data:
int rf selectcard omd[3]={. S0O0poaoHS

int rf check sum,rf return nmﬂ rf dataf[21]:

char key:

biozscom{D, SETTIHGS, COM1):

clrscri):

reset{):

do

{ clrscri):

rf check sum=0:

cout<<"yn\tSend Command select Mifare card informationinit':

for{i=0;i<3;i++)

{ biogscom{l, rf =selectcard cmd[i], COM1):
rf_nhenk_sumﬁ=rf_selentnarq_nmﬂ[i]:
cout<<rf selectcard cmd[i]:
cout<<' "'

H

biogcom{l, rf check sum, COM1):

cout<<rf check sum; M3INAABITN 16 :\tc\bin\mifare\iso14443\check1.cpp
cout<<""<<endl;
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index data=0; len = 100;
do
{ =status = bioscom(3, 0, COM1):
if {status & DATA READY)
{ rf return cmd = bioscom{2, 0, COM1):
rf data[index data]=rf return cmd;
index datat+:
}
if {index data==2) { len=rf return omd+...: }
jwhile({!kbhit{)&&index datal=len):
cout<<"yntReturn Command select Mifare card information nit":;
for(i=0;i<index data;i++)
{ if{i=0) { coukt=<", ": }
cout<<rf data[i]:

} Return:
cout<<""<<endl ; 0xBD |Len |0x01 |Status | UID Type | Checksum
Reader to Host:
| Preamble | Len | Command | Status | Data \ Checksum |
Preamble: 1 byte, 0xBD.
Len: Byte length counting from Command to Checksum inclusively, 1 byte.

MINAaeen 16 :\tc\bin\mifare\iso14443\check1.cpp
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if{index data==...&&rf data[2]==...&&rf data[3]==...}
{ cout<<"yn\tselect Mifare card information success"<<endl:

cout<<"yn\tUID "<<rf data[4]<«<":"<<rf data[5]<<":"<<rf data[6]<«<":"<<rf data[?]<<endl;

switch({rf datal[...])

{ case ....: cout<<"‘nitMifare Standard 1K card'"<<endl; bhreak;
case O0x02: cout<<"i\nitMifare Pro card"<<endl; bhreak:
case O0x03: cout<<"ynitMifare UltralLight card"<<endl; bhreak:
case Ox04: cout<<"‘nitMifare Standard 4K card"<<endl:break:
case Ox05: cout<<"‘\nitMifare ProX card"<<endl; hreak:
case Ox06: cout<<"‘nitMifare DesFire card"<<endl; hreak;

H
else Status: 0x00: Operation succead
{ cout<<"ynitselect Mifare card information Fail'"<<endl: O0x01: Notag
: 0Ox0A: Collision occur
e Gl S0 UL Lol ) 0xF0: Checksum error
{ case ....: cout<<"‘nitHo Tag'<<endl: break:

case Ox0A: cout<<"ynitCollision occur'<<endl; break:
case OxFO0: cout<<"‘nitChecksum error"<<endl; hreak:;
H

H
cout<<"yntExit Program Key ESC"<<endl:;

key=getchi) : e
Ywhile{key!1=27); Refurn:
} 0xBD |Len |0x01 |Status | UID Type | Checksum
roid reset() UID:  The uniquely serial number of Mifare card,
{ 4 bytes for Mifare 1k & Mifare 4k, 7 bytes for UltraLight & DesFire

¥ Msnaaesi 16 :\tc\bin\mifare\iso14443\checkl.cpp
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#include < dos.h> #include <bhios.h> #include <conio.hx-
#include <iostream.hl> #include <time.h> #include <string.h>
void reset{); roid select card():

#define COM1 0O #idefine DATA READY 0x100

#define SETTINGS { OxED| Ox03 | 0x00 | 0x00)
char sn_tag_cha€[20]={" "}: ff void select cardi):
voild main{)
{ char Key:
bioscom{0, SETTIHGS, COM1):
clr=sor{}):
reset () :
do
{ =elect card():
cout<<"‘\nitExit Program Key ESC"<<endl:
key=getchi} ;
bhile{kev!1=27) :

Msnaaesn 17 :\tc\bin\mifare\iso14443\check2.cpp

void select card()

{ int len,loop.i,status,index data; " Ti .\ \
int rf selectcard emd[31={...,...,...}; 4-4-1. Select Mifare cal d‘
int rf check sum,rf return cmd,rf data[21]: 0xBA Len 0x01 Checksum
char key;

rf check sum=0: % 1 14 g
For{i=0;i<3:1i++)

{ bioscom(1l, rf selectcard omd[i], COM1): delay(10):
rﬁ_check_sumﬁ=rﬁ_selentcard_nmﬂ[i];

¥
bioscom{l, rf check sum, COM1}):
index data=0;

len=100; Return:
GL 0xBD |Len |0x01 |Status | UID Type | Checksum
{ status = hioscom{3, 0, COM1):

if (status & DATA READY)
{ rf return omd = biosgscom{2, 0, COM1):
rf data[index data]=rf return cmd;
index data++:;
if {index data==2) {len=rf return cmd+...:;}

. } . - roid reset(})
Ywhile( !kbhit()&k&index datal=len}): {
if{index data==...&k&rf data[2]==...&&rf data[3]==...}) }
i int j=0:

strepy({sn_tag char," "):

gn_tag char[j++]=']":

for{i=4;i<8;i++} { sn_tag_nhar[j++]=...+{rf_data[i]f...};
sn_tag_char[j++]=...+{{rﬁ_data[i]%...}f...};
sn_tayg char[j++]=...+{rf data[i]%...}:;
sn_tayg char[j++]=']|":

H
cout<<"\ninyt\tSelect Mifare card succeed UID Card :"<<sn_tag char<<endl:
H
else

{ cout<<"yninyt\tSelect Mifare card Fail'"<<endl; } 3
H MINAA0IN 17 :\te'\bin'mifare'iso 14443 checkd.opp




4-4-2.

Login to a sector Z 115 é

O0xBA

Len |0x02 | Sector | Type |Key | Checksum

Sector: Sector need to login

Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password. 6 bytes
Return:
0xBD |Len | 0x02 | Status | Checksum
Status: 0x02: Login succeed
0x01: No tag
0x03: Login fail
0xF0: Checksum error
mﬁ‘nﬂamﬁ 18 :\tc\bin\mifare\iso14443\logic_s2.cpp
#include <hios.h>- #include <conio.h> finclude <iostream.h>
#include < time.h> #include <dos.h> void reseti):

#define COM1 O #define DATA READY 0x100
#define SETTINGS {( OxE0O| OxD3 | OxO00 | DxO00) E 116 g

void maini)

i

time t timef, timel:

float d4ifft:;

int len,i,status, index data:

int rf login omd[11]={. A Y
int rf check sum,rf return cmd , rf data[21]:

Eﬁar kefé SETTIHGS . COML) : 4-4-2. Login to a sector

ioscom{0, d )i | 0xBA [Len |0x02 |Sector | Type | Checksum |
clrscri}) ; reset{):
do

{ olrscr{):

rf check sum=0:;

cout<<"YSend Command Login to a sector:"<=rf login cmd[3]-<" = "

for{(i=0;i<11:i++)

{ bioscom{l ,rf login cmd[i], COM1}
rf check sum'=rf login cmd[i]:
cout<<rf login omd[i]:
cout<<' '

X

bioscom{l, rf check sum, COM1):

cout=-’rf check sum<endl:

N15NAaaN 18 :\tc\bin\mifare\iso14443\logic_s2.cpp




indeg_data=ﬂ;

len=100: Return:
do | 0xBD [Len |0x02 |Status | Checksum |
{ status = bioscom{3, 0, COM1): Status: 0x02: Login succeed
if (status & DATA READY) 0x01: Notag
{ rf return ocmd = bioscom(2, 0, COM1); 0x03: Login fail
rf data[index data]l=rf return cmd: 0xF0: Checksum etror
index data++:
if {index data==2} {len=rf return omd+2:}
} 117
Ywhile({ !kbhit{})&&index datal=len):
cout<<"ynReturn Command Login to a sector:"<<rf login cmd[3]<<" = ')

for(i=0:;i<index data;i++)
{ if{i=0) { coub<<","; }
cout<< rf data[i]:

H
cout<<""<<endl ;
if{index data==...LkLrf data[2]==...&kLrf data[3]==...}

{ cout<<"ynininititlogin to a sector:'<<rf login cmd[3]<<" = success"<<endl; }
else

{ cout<<"inininititlogin to a sector:'<<rf login cmd[3]<<"
switch{rf data[...]}
{ case Ox01 :cout<<"inititHo Tag"<<endl:bhreak:
case 003 :cout<<"‘nititLogin fail'<<endl:break:;
case OAFD :cout<<"inititChecksum error"<<endl ;bhreak:;

Fail"<<endl;

¥

H
count<<"ynininExit Program Key ESC"<<endl:
key=getchi):
while{kew!1=27):

} void reset()

{ :

=

} MINAABIN 18 :\tc\bin\mifare\iso14443\logic_s2.cpp
#include <hios.h>- #include <conio.h>- #include <iostream.h> Z ]_]_23 §
#include <time.h>- #include <dos.hl- rvoid reset():
void login sector(}:
f#idefine COM1 O fidefine DATA READY Ox100

#define SETTINGS { OxEOD| 0x03 | Ox00 | Ox00)
int login state: ff void login sector():
rvoid maing}
{ char key:;

bioscom{0, SETTINGS, COM1);

clrscr(): reset() ;
do
{ login _sector(}:
if{login state==...}
{ cout<<"ininitit===login succeed==="; sound{1000}) ;delay{200) ;nosound{}); }
else { cout<<"‘nintit===login Fail===":; sound{500) ;delay{200) ;nosound{) ;}

cout<<"yninit\tExit Program Key ESC"<<endl:
key=getchi) ;
hwhile(key!=27) ;

Msnaaeai 19 :\tc\bin\mifare\iso14443\logic_s3.cpp




roid login =zector()
{ time t timef, timel:
float difft;
int len,i,status,index data;:
int rf Jogin omd[11]={. OpOooOpOOOpOODAO0a
int rf check sum,rf return cmd , rf data[30]:
char key:
rf check sum=0;
for{i=0;i<{11;:3i++})
{ bioscom{1l, rf Jogin cmd[i], COM1} ;
rf check sum‘=rf login cmd[i]:
¥

119

4-4-2. Login to a sector

bioscom({l, rf check sum,
index data=0:;

COM1} ;

| 0xBA | Len | 0x02 | Sector | Type

| Checksum |

Return:

len 100;

do | 0xBD |

Len |0x02 |Status | Checksum |

{ status bioscom{3, 0, COM1) : Status:
if (status & DATA READY)
{ rf return cmd hioscom({2, 0O, COM1):;

rf data[index data]=rf return cmd:

0x02: Login succeed
0x01l: Notag

0x03: Login fail
0xF0: Checksum error

index data++;
if (index data==2}) {len=rf return omd+2:}
¥
ywhile{ !'kbhit{)&Eindex datal!=len}:
if{index data==...&k&rf data[2]==...&&Lkrf data[3]==...}
{ cout<<"ynititLogin to a sector:"<<rf login cmd[3]=<"
login state=1:
H
else
{ cout<<"ynititLogin to a sector:"<<rf login cmd[3]=<"
login state=0:
¥

volid resetb()

success"<<endl ;

Fail"<<endl;

{
1

Msnaaedi 19 :\tc\bin\mifare\iso14443\logic_s3.cpp

4-4-3. Read a data block
| 0xBA |Len |0x03 |Block |Checksum |
Block: The block number to be read, 1 byte
Return:
| 0xBD | Len | 0x03 | Status |Data | Checksum |

Status: 0x00: Operation succeed
0x01: No tag
0x04: Read fail
0x0D: Not authenticate
0xF0: Checksum error
Data:  Block data returned if operation succeeds, 16 bytes.

#include <stdio.h>
#include <iostream.h>-
#include <string.h>-
void login sector():
#define COM1 O

#define SETTIHGES { OxED|

int login state:

void maini)

{f time t timef,
float difft:
int len,i,status,index data:;
int rf read omd[4]={...., -1
int rf check sum,rf return omd,rf data[21]:
char KkKey:
char data in block[30]={"
hioscom{0, SETTIHGS,

H#include <hio=s.h:-
Hinoclude <time.h:-

vyoid reset():
fdefine DATA READY Ox100
Ox03 | Ox00 | Ox00)

timel ;

L BRI )

II};
COM1) ;

2 [120] <

120

Hinclude <conio.h>-
H#inoclude <dos.h>-

clrsor():
reset():

MsnAadi 20 :\tc\bin\mifare\iso14443\read_d3.cpp




do

{ login state=0;: Z_j.z j.—é

login sector(}:

if{login state==1)
{ cout<<"yninSend Command Read a data blocok: "<rf read cmd[3]-<0 ")
rf check sum=0:
for{i=0:;i<4;:i++)

i hioscom(l,rf read cmd[i] ,COM1});
rf check sum"=rf read cmd[i]:
cout<<rf read cmd[i]:
cout=<' ' ;

}

bioscom{l, rf check sum, COM1):;
cout-<rf check sum<-lendl:

index data=0:

len=100;

do

{ status = bioscom(3,0,C0M1) ;
if (status & DATA READY)
{ rf return cmd = bioscom(2,0, COM1);
rf dataf[index data]=rf return omd:
index data++:
if {index data==2) {len=rf return cmit+2: H
H
Prhile{ 'kKbhit{ }Eﬁiﬁdex_datahlen} 5

MsNAaedn 20 :\tc\bin\mifare\iso14443\read_d3.cpp

cout<<"\nReturn Command Read a data block:'"<<rf read omd[3]<<"\n%t":

for{i=0;i<index data:;i++) Return
{ if{i-0) [0xBD [Len [0x03 [Status |Data | Checksum |
{ cout<<', ' } Status: gig(li S];etlaagnon sueceed
cout<<rf dataf[i]: 0x04:  Read fail
} 0x0D: B.Iot authenticate
0xF0:  Checksum error
cout-<<""<<endl ; Data:  Block data returned if operation succeeds, 16 bytes.
if{index data==...&&rf data[2]==...&&rf data[3]==...}
{ cout<<"yntRead a data block:"<<rf read omd[3]<<" = Success"<<endl:
int k=0;
for{i=4;i<20;i++) { data in block[k]=rf data[i]: k++; L
cout<<"yn\thata In Block:"<<rf read cmd[3]<<"==="<<data_in block<<{"'==={Char}":
}
else
{ cout<<"yntRead a data block:"<<rf read omd[3]<<" = Fail'"<<endl;:
switch({rf dataf...])
{ case 0x01 :cout<<"inititHWo Tag"<<endl:hreak:
case 0x04 :cout<<"inititRead fail"<<endl:break;
case OxOD :cout<<"‘nitytHot authenticate"<<endl;break:;
case OKF0 :cout<<"inititChecksum error'"<<endl:hreak:
}
}

¥

cout<<"nyninExit Program Key ESC"<{<endl:

key=getchi} :
ywhile({key!=27):

> [122] <
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void login sector()

{ time t timef, timel: 4-4-2. Login to a sector
float difft: | 0xBA [Len |0x02 |Sector | Type | Checksum |
int len,i,status, index data:
int rf login omd[11]={. SO0 LAO0O00fOOOGOOOLOOOLSOO0OgOOO0gOODoOOOSoOOlE
int rf check sum,rf return cmd . rf data[30];
char Kevy:

bhioscom({0, SETTIHNGS, COM1}) :
clr=secri);

rf check sum=0;

cout<<"\Send Command Login to a gector:"<<rf login omd[3]<<" = ";

for{i=0;i<11:i++)

{ biogcom{l, rf login cmd[i], COM1):
rf check sum"=rf login cmd[i]:
cout<<rf login cmd[i]:
cout<=<"' '

X

biogscom{l, rf check sum, COM1};

cout<<rf check sum<<endl;

> [123] <
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index data=0; Return:
USRI 0xBD |Len |0x02 |[Status | Checksum |

do - -
{ status = bioscom(3, 0, COMI): Status: 0x02: Login succeed
if (status & DATA READY) Ox01:  Notag
{ rf return omd = bioscom(2, 0, COML1): 0x03:  Login fail
rf:data[i;dex_data]=rf_return_cmﬂ; 0xF0: Checksum error

index datat+:
if (index data==2) {len=rf return cmd+2:}
}
ywhile{!kbhit{)}Ekkindex datal=len}:
cout<<"3Return Command Login to a gector: "<<rf login omd[3]<<" =
for{i=0;i<index data;i++}
{ if{i=0) { cout<<", " H
cout<< rf data[i]:

¥
cout-<<""<<endl ;

if{index data==5&&rf data[2]==2&&krf data[3]==2})
{ cout{<"\n1nkn\t\tLug1n to a sector:"<<rf login_ omd[3]<<"
login _state=1;

success'<<{endl:;

H
else
{ cout<<"yn\ninititlogin to a sector:"<<rf login omd[3]<<" = Fail"<<endl:
login_state=0;
switch{rf data[3])
{ case 1 :cout<<"‘nititHo Tag'<<endl:break:
case 3 :oout<<"‘nitYtLogin fail'"<<endl :hreak;
case 240:cout<<"‘\nititfard Type Ultralight Card'<<endl:;break;
}
}

cout<<"ynExit Login sectorin\n"<<endl:
H

Yo romet) m
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#include <=tdio.h>- #include <hio=s.h>- #include <conio.h>-

#include <iostream.h>- #include <time.h>- #include <dos.h>-
#include <string.h>

void read expire date() :;rvoid login sector():’ rvoid reset{):
#define COM1 0O #idefine DATA READY 0Ox100

#define SETTINGS ( OxEO| Ox03 | Ox00 | Ox00)
int login state;
int expire date check: f/ void read expire date():
char data in block[10]={" "}:/f void read expire date(}:
void main()
{ char key:
clrscri(});

reset():
do
i login_ sector(}):

read expire date():
cout<<"\nitytExpire date check ="<<expire date check:
cout<<{"ynynitYtExit Program Key ESC"<<endl:
key=getichi)

Brhile{key!=27)

125
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void read expire date() . ~
{ int DD MM YX: int len,i,status,index data; ]_22(5

int rf read emd[4]={...,..., ..., ... };
int rf check sum,rf return omd,rf data[21]: =
char key: MINAaeei 21 :\tc\bin\mifare\iso14443\read_d4.cpp

rf check sum=0;

for{i=0;i<4 :i++)

{ bioscom({l,rf read cmd[i] ,COM1});

rf check sum"=rf read cmd[i]:

}

bhiogscom{1l, rf check sum, COM1);

index data=0; len=100;

do

{ =status = bioscom{3,0,COM1)

if (status & DATA READY)

{ rf return omd = bioscom{2,0,C0M1});
rf data[index data]=rf return cmd;
index data++;
if {index data==2) {len=rf return cmd+2:}

}
}while( !kbhit(}&&index datal=len});
if{index data==...&k&rf data[2]==...&&rf data[3]==...}
{ cout<<"\n\tytRead a data block:"<<rf read omd[3]<<" = Success ";
int k=0;
for{i=4;i<12i++)} {data in block[k]=rf data[i]:
kt+;
cout<<rf data[i]:
}
cout<<"\nitithData In Block:"<<rf read omd[3]<<"==="<<data in block<<'==={Char}";

Db = ((rf data[...]-48)*10)+({rf data[...]-48):
MM = ({rf data[...]-48)*10)+(rf data[...]-48);:
¥¥ = { ((rf_data[...]-48)*%1000)+{{rf data[...]-48)%100)
+{{rf data[...]-48)*10) +({rf data[...]-48) }:
nuut<<"\n\t\tExpire_date_nheck:"{{rf_read_umﬂ[B]{<" DD "< <DD-=C" MM MM YY" YN




struct date d: | w Z 127 é

getdate(&d): #include <dos.h>

if (¥¥>=...) #tinclude <stdio.hx>
i int main{void>
expire date check=1:
¥ - — struct date d:
J — getdate{&d>;
Lo R 2l oo printf{"The current year is: xdsn", d.da_yeard;
i printf {"The current day is: xd~n", d.da_day’;:
- printf ("The current month is: xdwn''. d.da_mon);
if (MM>...) return 83
{ >
expire date check=1:
i
else if (MM==...}
{
if (DD>=...) exXpire date check=1:
else expire date check=0:
H
elze expire date check=0:
¥
elze expire date check=0;
H
el=e
{
cout<<"\nit\tRead a data block:"<<rf read omd[3]<<" = Fail'"<<endl:;
expire date check=0;
H
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roid login _sector() Z 128 i

i
time t timef, timel:
float difft:
int len,i,status index data:
int rf login omd[11]={. SO nOO00fOOO0pOO0OGOOOROOOfOOOfOOOCOOOCO0DE
int rf check sum, rf return cmd , rf data[30]:
char key:
if{index data==5kLkrf data[2]==2L&rf data[3]==2)
{ cout<<"‘ni\titLogin to a sector:"<<rf login cmd[3]<<" = success"<<endl;
login state=1;
i
else
{ cout<<"inytitLogin to a sector:"<<rf login amd[3]<<" = Fail"<<endl;
login_state=0:
X
i

volid reset()

i
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4-4-4. Write a data block Z—iZg—

| 0xBA | Len | 0x04 | Block | Data ‘ Checksum ‘
Block: The block number to be written. 1 byte.
Data:  The data to write, 16 bytes.
Return:
|OXBD Len |Dx04 |Srams |Data |Checl{smn |
Status: 0x00: Operation succeed
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xF0: Checksum error
Data:  Block data written if operation succeeds, 16 bytes.

#include <=stdio.h> #include <hios.h>- #include <conio.h>=
#include <iostream.h> #include <time.h> #include <dos.h>
void login sector(): volid reset{):

#idefine COM1 O
#define DATA READY 0x100
#idefine SETTINGS { OxE0| 0x03 | Ox00 | Ox00}

int login state:; .
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TR e, > 1130 <

float difft;
int len,i,status,index data;

int rf_write_md[zu]={..;..’..;..;I I;I I;I I;I I;I I;I I;I I’I I;I I’I I;I I’I I;I I’I I;I I’I
int rf check sum,rf return cmd,rf dataf[21]:
char key;

bhioscom{0, SETTIHGS, COM1):;
clrscri);
reset{);
do
{ login sector{}:
if{login state==1})
{ cout<<"y\nSend Command Write a data block:="<<rf write cmd[3]<<" ":
rf check sum=0;
for{i=0;1i<20:1++)

{ bioscom{1l, rf write cmd[i], COM1}:
rf check sum‘=rf write cmd[i]:
cout<<rf write omd[i]:
cout<<!' !

}

biogscom{l, rf check sum, COM1);:
cout<<rf check sum<<{endl;

4-4-4. Write a data block

|OXBA ‘Len |Dx04 ‘Block |Data |C‘11ecksmn ‘

Block: The block number to be written. 1 byte.
Data:  The data to write, 16 bytes.
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index data=0; len=100;

do i
{ zstatus = bioscom{3, 0O, COM1):

if (status & DATA READY)
{ rf return cmd = bioscom{2, 0, COM1}):
rf data[index data]=rf return comd:
index data++;
if {index data==2) {len=rf return cmd+2:}

¥
ywhile{ !kbhit{)&&index datal=len) ;
cout<<"ynReturn Command Write a data bhlock:"<<rf write cmd[3]<<" LN

for{i=0:i<index data:i++}
{ if{i=0) { cout<-<','; }
cout<<rf data[i]:

}
cout<<""<<endl ;
if{index data==...&Lrf data[2]==...&kLrf data[3]==...)
{ cout<<"\ninititW¥rite a data block:'<<rf write cmd[3]<<" =

else

{ cout<<"\n\n\t\tWrite a data block:"<<rf write omd[3]<<"
switch{rf dataf[...]}
{ case 0x01 :cout<<"‘n\titHo Tag"<<endl:;hreak;
case 005 :cout<<"ynityWtWrite fail"<<endl:break:;

K

Success"<<endl;

Fail"<<endl:

case 0x06 :cout<<"‘nititUnable to read after write"<<endl:;bhreak:

case O0xOD :cout<<"‘nititHot authenticate'"<<endl:break:
cagse O0HFO :cout<<"‘n\titChecksum error"<<endl;break:;

) Return:
} | 0xBD | Len | 0x04 | Status | Data | Checksum |
cout<<"inExit Program Key ESC"-<endl: Status: 0x00: Operation succeed
key=getchi) : 0x01: ‘Jotﬁg

iwhile(key!=27); 0x05: Write fail
} 0x06: Unable to read after write
2 L . . 0x0D: Not authenticate
N1INAABIN 22 :\tc\bin\mifare\iso14443\write_d4.cpp O0XFO: Checksum error
Data:  Block data written if operation succeeds, 16 bytes.

{

=
roid login sector() L

132

] <

int rf login cmd[11]={. NpOO0OpOOO0pOOOgpOOOpOOOpOOOpOOOpOODpOoallE
int rf check sum,rf return cmd , rf data[30]:

char key,
if(index data==5&&rf data[2]==2&&rf data[3]==2)
{
count<<"ynininitytlogin to a sector:"<<rf login omd[3]<<" = success'<<endl;
login state=1;
H
el=e
{
cout<<"\nininitytlogin to a sector:"<<rf login omd[3]<<" = Fail"<<endl:
login _state=0;
H
cout<<"\nExit Login sectorinin"-<<endl:
X
Return:
void reset{) | 0xBD |Len |[0x02 |Status | Checksum
{ Status: 0x02: Login succeed
0x01: No tag
} 0x03: Login fail
0xF0: Checksum error

4-4-2. Login to a sector

| 0OXxBA |Len |0x02 |Sector | Type |Key |Checksum |

Sector: Sector need to login

Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password. 6 bytes
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4-4-6. Initialize a value block 135

|OXBA |Len |O}{06 |Blc::-ck |1—Ta1ue |C'heck.-3u111 |

Block: The block number to be initialized. 1 byte.
WValue: The value to write, 4 bytes.
Return:
| 0xBD | Len | 0x06 | Status | Value | Checksum |
Status: 0x00: Operation succeed
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xF0: Checksum error
Value: Value written if the operation succeeds, 4 bytes.

#include <stdio.h> #include <bhios.h>- #include <conio.h>-
#include <iostream.h> #include <time.h>- #include <dos.h>-
roid login sector({): void reset{):;

#define COM1 0 #idefine DATA READY Ox100

fidefine SETTIHGS { OxEOD| O0x03 | Ox00 | O=x0O0)
int login state;
void maing})
{ time t timef, timel:
float difft;
int len,i,status,index data;
int rf initializa omd[8]={..., ..., e s}
int rf check sum,rf return cmd,.rf data[21]:

char key:;
bhioscom{0, SETTIHGS, COM1):
clr=cr{) reset() ;
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do — =
{ clrscr(): Z 134

login state=0;

login _sector():

if{login state==1})

{ cout<<"y\nSend Command initialirza a value bhlock:" <<rf initializa ocmd[3]-<<"
rf check sum=0:
for{i=0;i<8:1i++)

{ bioscom{l, rf initializa omd[i], COM1}):
rf_c!henk_sum’“=rf_initializa_umd [1i]1:
cout<<rf initializa cmd[1i]:
cout<<"' ' ;

¥

biogscom{1l, rf check sum, COM1):
cout<<rf check sum<endl:

index data=0; len=100;

do

{ status = bioscom({3, 0, COM1):
if (status & DATA READY)

{ rf return cmd = bioscom{2, 0, COM1):
rf data[index data]=rf return cmd:
index datat+:;
if {index data==2) {len=rf return cmd+2: }

¥

Ywhile(!kbhit({)&&kindex datal=len}):
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Iwhile{key!=27):

cout<<"inReturn Command initializa a wvalue block:"<<rf initializa omd[3]<<" ":
Tor{i=0;i<index data;i++)
{ if{ix=0)

{ cout<=<',';: } 135
cout<<rf datafi]:
H
cout<<" "<<endl ;
if{index data==...&&rf data[2]==...&&rf data[3]==...}
{ cout<<"ynininititInitializa a value bhlock:"<<rf initializa cmd[3]
<" = success"<<endl;
H
else

{ cout<<"ynininititInitializa a value hlock:"<<rf initializa cmd[3]<<" fail'<<endl;
switch(rf datal[...]}
{ case Dx01 :cout<<"inytitHo Tag"'"<<endl:break:
case D05 :cout<<"\nititWrite fail"<<endl:;break:;
case Dx06 :cout<<"inytitUnabhle to read after write'"<<endl:hreak:
case DHOD :cout<<"\nytitHot authenticate'"<<endl;break:;
case DxFO :cout<<"inititChecksum error'<<endl:break:

H
H
cout<<"\n\nExit Program Key ESC"<<endl:
key=getchi} :

Return:
0xBD |Len |0x06 |STarus |Va1ue |C.‘hecksum |
Status: 0x00: Operation succeed

0x01: No tag

0x05: Write fail

0x06: Unable to read after write

0x0D: Not authenticate
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0xF0: Checksum error
Value: Value written if the operation succeeds, 4 bytes.

{

roid reset(}

{

roid login sector() — S
o > [136] <

time t timef, timel:

float difft:

int len,i,status,index data:

int rf login cmd[11]={. A -
int rf check sum,rf return cmd , rf data[30]:

char key,

if{index data==5&&rT data[2]==2L&rf data[3]==2)
{ cout<<"nininititlogin to a sector:"<<rf login_ cmd[3]<<"
login state=1:

success"<<endl ;

5
else
{ cont<<"{nininititlogin to a sector:"<<rf login cmd[3]<<"
login_state=0:
switch{rf data[3])
{ case 1 :cout<<"'n'ttHo Tag'"<<endl;break;
case 3 cout<<"nititLogin fail"<<endl;hreak:;
case 240:cout<<"ynitytCard Type Ultralight Card'"<<endl:break:

Fail"<<endl;

H Return:
H | 0xBD [Ten |0x02 [status | Checksum |
cout<<"ynExit Login sectorin\n'"<<endl; Status: 0x02: Login succeed

0x01: No tag
0x03: Login fail
0xF0: Checksum error

4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need to login

Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password. 6 bytes
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4-4-5. Read a value block

| 0xBA [Len [0x05 | Block [ Checksum | 137
Block: The block number to be read. 1 byte.
Return:

| 0xBD [Len |0x05 |[Status | Value | Checksum |
Status: 0x00: Operation succeed
0x01: No tag
0x04: Read fail
0x0D: Not authenticate
Ox0E: Nota value block
0xF0: Checksum error
Value: Value returned if the operation succeads, 4 bytes.

#include <stdio.hl- #include <hios.h>- #include <conio.h>
#include <iostream.h>- #include <time.h> #include <dos.h>
void login sector(): roid reset{}:;

#define COM1 O #idefine DATA READY 0Ox100

#define SETTIHGS { OxEO| 0x03 | Ox00 | O0OxO00)
int login state:
void maini)
f time t timef, timel:
float d4ifft:;
int len,i,status,index data;
int rf readvalue omd[4]={...,...,...,...}:
int rf check sum,rf return cmd,rf data[21]:
char Key:
bioscom{0, SETTIHGS, COM1):
clrsor():

reset{): .
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1 reer(y s > [138] <

login state=0;
login sector(}:
if{login state==1)
{ cout<<"ynSend Command Read a value block:" <<rf readvalue cmd[3]=<"
rf check sum=0:
for{i=0;i<4;:i++)
{ hiogcom{l, rf readvalue cmd[i], COM1}):
rf che ck_smn*=rf_readvalue_mmi [1i] -
cout<<rf readralue cmd[i]:
cout-<' [
X
bioscom{1l, rf check sum, COM1):
cout<<rf check sum<<endl:
index data=0;:
len=100;
do
{ status = bioscom{3, 0, COM1) :
if {status & DATA READY)
i rf return cmd = bioscom(2, 0, COM1}):;
rf data[index data]=rf return cmd:
index data++;
if (index data==2) {len=rf return cmd+2:;}
H
ywhile{!kbhit{}&kLindex datal!=len}):
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cout<<"ynReturn Command Read a value block:" <<rf readvalue cmd[3]<<" "
for{i=0:;i<index data;i++}
{ if{i=0) { cout<<',': }

, cout<<rf data[i]: Z 139 é

cout<<""<<endl:

if{index data-==...&k&rf data[2]==...&Ekrf data[3]==...)
{cout<<"ynyninititRead a value block:"<<rf readvalue cmd[3]<<" = success"<<endl;}
else

{cout<<"\nyninititRead a value block:"<<rf readvralue omd[3]<<" fail'<<endl:
switch({rf data[...]}
{ case Ox01 :cout<<"yinititHo Tag"'<<endl:break:
case Ox04 :cout<<"ynititRead fail"<<endl:;hreak:;
case Ox0D :cout<<"inititHot authenticate'"<<endl:;break:
case DKOE :cout<<"iniititHot a value bhlock"<<endl:;break:
case OKFO :cout<<"inititChecksum error'"<<endl:break:;

¥
¥
cout<<"y\ninExit Program Key ESC"=<<endl;
key=getch():
}while{key!1=27) ;
} Return:

0xBD |Len |0x05 |Status | Value | Checksum |
Status: 0x00: Operation succeed

0x01: Notag

0x04: Read fail

0x0D: Not authenticate

0x0E: Not a value block

0xF0: Checksum error
Value: Value returned if the operation succeeds, 4 bytes.
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void login sector() ;zl_—q Fi_f:
; 140

time t timef, timel:

float difft:

int len,i,status, index data:;

int rf login cmd[11]={186,10,2,...,170,255,255,255,255,255,255};
int rf check sum,rf return cmd,rf data[30]:

char KkKey:

bioscom{0, SETTIHGS, COM1) :

if{index data==5k&rf data[2]==2LELrf data[3]==2)
{ cout<<"\nininititlogin to a sector:"<<rf login cmd[3]<<"
login state=1;
¥
else
{ nuut-{{"\,n\n\n\l—t\tLugin to a sector:"<<rf login cmd[3]<<"
login_state=0;
switch({rf data[3]}
{ case 1 :cout<<"nititHo Tag"<<endl:break:
case 3 cout<<"nititLogin fail'"<<endl:break:
case 240:cout<<"nititCard Type Ultralight Card"<<endl:break:

success"<<endl ;

Fail"<<endl:;

H Return:
} | 0xBD [Ten |0x02 |[stats | Checksum |
cout<<"\nExit Login sectorinin'<<endl; Status: 0x02: Login succeed
0x01: No tag
} 0x03: Login fail
- 0xF0: Checksum error
void reset{} 4-4-2. Login to a sector
{ | 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need to login
H Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password. 6 bytes
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#include =<stdio.h:> #include <hio=s.h> #include <conio.h>

#include <iostream.h>- #include <time.h>- #include <dos.hl>
rvoid check value(): roid login sector():;

void reset():; E 141 i
#define COM1 O #define DATA READY 0x100

#define SETTINGS { OxED| 0x03 | Ox00 | Ox00)

int login state;

int count,check vralue state: f/ void check value(}:
char count char[5]={" "}: /f void check vralue():
void main()

char key:

bioscom{0, SETTIHGS, COM1):

clrscr():

reset{)

{

do
{

login sector()

check value{}):

cout<<"ynin\t\tCheck value state :"<<check value state<<endl;
cout<<{"\n\nExit Program Key ESC'"<<endl:

key=getchi} ;

ywhile{key!=27):
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{

void check value(} E 142 f
int len,i.status,index data:

int rf readvalue cmd[4]={...,..
int rf check sum,rf return omd,rf data[21]:
char Key:

e

rf check sum=0:;
for{i=0;i<4d;i++)
{ bioscom{l, rf readralue cmd[i], COM1):
rf_nhenk_sumﬁ=rf_readvalug_nmﬂ[i];
H
biogscom{l, rf check sum, COM1}):
index data=0:
len=100;
do
{ status = hioscom(3, 0, COM1):
if (status & DATA READY)

{ rf return omd = bioscom{2, 0, COM1):;
rf data[index data]l=rf return omd:
index data++:
if {index data==2) {len=rf return cmd+2: }

H

Ywhile(!kbhit{)&k&index data'=len}:;

4-4-5, Read a value block

|OXBA |Le11 |DKDS ‘Blc:-ck ‘C‘hecksum |

Block: The block number to be read, 1 byte.
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roid login sector()

if{index data==...&k&rf data[2]==...&&krf data[3]==...) — =

{ count={rf data[5]*...)+rf data[...]; ;2__ ]_11:3 __S:
check ralue state=1;
cout<<"yninititRead a value bhlock:"<<rf readvalue cmd[3]<<" = success >>"<<{count<<endl;
nuunt_nhar[ﬂ]=4B+{cuuntflﬂﬂ}; cuunt_nhar[1]=48+{{nuunt%lﬂﬂ}flﬂ};

count char [2]=48+( {count%10) %10} ;

H
el=e
{ cout<<"y\ninit\tRead a value block:"<<rf readvalue omd[3]<<" fail"<<endl;
check value state=0; Return:
} |0xBD |[Len [0x05 [Status [Value | Checksum |
Status: 0x00:  Operation succeed
0x01: Notag

0x04: Read fail
0x0D: Not authenticate
0x0E: Not a value block
0xF0: Checksum error
Value: Value returned if the operation succeeds, 4 bytes.

{ int rf login cmd[11]={186,10,2,....,170,255,255,255,255,255,255} ;
if{index data==5L&rf data[2]==2LErf data[3]==2)
{ cout<<"\nininititlogin to a sector:"<<rf login cmd[3]<<" = success'<<endl;
login state=1;
H
else

{ cout<<"‘ni\ninititlogin to a sector:"<<rf login cmd[3]<<"
login _state=0;

Fail"<<endl;

}
}
4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
St ) Sector: Sector need to login
{ Type: Key type (0xAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
} Key:  Password, 6 bytes

MInAaeai 25 :\tc\bin\mifare\iso14443\read_vé6.cpp

4-4-8. Increment value

0xBA | Len |0x08 |Block | Value | Checksum Z 144 i
Block: The block number to be increased, 1 byte.
Value: The value to be increased by. 4 bytes.
Return:
0xBD | Len | O0x08 | Status | Value | Checksum
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x06: TUnable to read after write
0x0D: Not authenticate
OxOE: Not a value block
0xF0: Checksum error
Value: The value after increment if the operation succeeds, 4 bytes
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#include <stdio.h> #include <hios.h> #include <conio.h> 2 . — | g

#include <iostream.h> #include <time.h> #include <dos.h> 145
rvoid login sector(): void reset{):
#define COM1 O #idefine DATA READY 0Ox100

#define SETTIHGS {(0xE0] 0x03 | Ox00 | Ox00})
int login state;
void maing)
{ time t timef, timel;:
float difft:
int len,i,status,index data;

int rf incrementvalue cmd[8]={...,...

P0OO0POOOQOOOROO0OpOOORDO0 ]S

int rf check sum,rf return cmd, rf data[21]:

char key:;

bioscom{0, SETTINGS, COM1}: 4-4-8. Increment value

Et:::::} | 0xBA |Len |0x08 |Block |Value | Checksum |
do Block: The block number to be increased, 1 byte.

{ clrsce(): Value: The value to be increased by, 4 bytes.

login state=0;
login_sector(}:

if{login_state==1}
{ cout<<"ynSend Command Increment value block:" <<rf_incrementvalue cmd[3]-<" LN
rf check sum=0;

for(i=0;i<8;1i++)

{ bioscom(l, rf incrementvalue cmd[i], COM1):
rf_chenk_smn"‘=rf_im:!re:mentvalue_mnd [i]:
cout<<rf incrementvalue cmd[i]:
cout<<"' ' ;

¥

bioscom(l, rf check sum, COM1):

cout<<rf check sum<<endl:
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do

index data=0: len = 100; ; = = :
{ ztatus = bioscom{3, 0, COM1): 146

if {(status & DATA READY)
{ rf return cmd = bhioscom{2, 0, COM1):
rf data[index data]=rf return cmd;
index datat++:;
if {index data==2}) {len=rf return cmd+2;}
H

ywhile(!'kbhit()&&index datal=len) ;

cout<<"nReturn Command Increment value block:"<<rf incrementralue cmd[3]<<" R
for{i=0;i<index data:;i++)

{ if{i=0) { cout<<',';: }

o

cout<<rf data[i]:

}

cout<<""<<endl;

if(index data==...&&rf data[2]==...&&rf data[3]==...)

{ coutL<"inininititIncrement rvalue block:"<<rf incrementvalue cmd[3]<<"= success"<<endl;}
el=se

cout<<"\nininititIncrement a value hlock:"<<rf_ incrementvalue cmd[3]<<" = fail'<<endl;
switch{rf datal[...]}
{ case 0H01 :cout<<"'nititHo Tag"<<endl: hreak:;

case 005 :cout<<"‘nititWrite fail"<<endl:break:

case O0x06 :cout<<"‘nititUnahle to read after write'"<<endl:hreak:;

case O0HOD :cout<<"‘nitytHot auvthenticate"<<endl:bhreak:;

case OHKOE :cout<<"'nititHot a value block"<<endl :hreak:

case OHF0 :cout<<"YnititChecksum error'<<endl;break:;

} Return:
0xBD |Len |[0x08 [Status |Value | Checksum |
H Status: 0x00: Operation succeed
cout<<"\nynExit Program Key ESC"<<endl: 0x01: No tag
key=getcohi}) 0x05:  Write fail
twhile(key!1=27); 0x06: TUnable to read after write
} 0x0D: Not authenticate
: OxOE: Not a value block
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- Value: The value after increment if the operation succeeds, 4 bytes




roid login sector()
{ int rf Jogin omd[11]={. .. .. i e gana e garngarnganats
if{index data==5&&rf data[2]==2&&rf data[3]==2)
{ cout<<"nininititLogin to a sector:"<<rf login cmd[3]<<"
login state=1:
i
else
{ cout<<"\nininytitlogin to a sector:"<<rf login cmd[3]<<"
login state=0;
switch{rf data[3]}
{ case 1 :ocout<<"ynitWvtHo Tag"<<endl:break:
case 3 oout<<"inititLogin fail'<<endl;hreak:;
case 240:cout<<"ynititCard Type Ultralight Card"<<endl:break:;

success"<<endl ;

Fail"<<endl;

X
¥
cout<<"YnExit Login sectorynin"<<endl:
} 147
roid reset() Return:
{ 0xBD |Len [0x02 |[Status | Checksum |
Status: 0x02: Login succeed
0x01: Notag
} 0x03: Login fail
0xF0: Checksum error

4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need fo login

Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
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4-4-9. Decrement value Ty
| 0XBA |Len |0x09 |Block |Value | Checksum | Z 148 i

Block: The block number to be decreased. 1 byte
Value: The value to be decreased by, 4 bytes
Return:
‘ 0xBD | Len | 0x09 | Status | Value | Checksum |
Status: 0x00: Operation succead
0x01: No tag
0x05: Write fail
0x06: Unable to read after write
0x0D: Not authenticate
Ox0E: Not a value block
0xF0: Checksum error
Value: The value after decrement if the operation succeeds, 4 bytes
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Hinclude <stdio.h>- #include <hios.hl> #include <conio.h>-

— —
Hinclude <iostream.h- #include <time.hl #include <dos.h> E S
void reset(): void login =sector(): ].ZLS)
Hdefine COM1 O #define DATA READY 0Ox100

Hdefine SETTIHGS { OxE0|] 0x03 | Ox00 | Ox00})
int login state;
void maini)

{

time t timef, timel:;

float difft;

int len.,i,status,index data;

int rf decrementvalue cmd[8]={...,..., ..., oo v, )
int rf check sum,rf return cmd,rf data[21]:

char key:
bioscom{0, SETTIHNES, COM1):
clrscr() : 4-4-9, Decrement value
reset(): | 0xBA |Len |0x09 [Block |Value | Checksum |
do Block: The block number to be decreased. 1 byte
{ clrser(); Value: The value to be decreased by, 4 bytes
login state=0;

login sector():

if{login state==1}

{ cout<<"\nSend Command Decrement wralue block: "<rf decrementvalue cmd[3]-<-<" -
rf check sun=0:

for{i=0;i<8;i++}

{ bhiogcom({l, rf decrementvalue cmd[i], COMI1):
rf_c!hec!k_sum“‘=rf_decre:mentvalue_mﬂ [i]:
cout<<rf decrementvralue cmd[i]:
cout<<' ' ;

H

bioscom{l, rf check sum, COM1}):

cout<<rf check sum<-endl;
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} Return:
H 0xBD | Len | 0x09 | Status | Value | Checksum |
H Status: 0x00: Operation succeed
cout<<"yninExit Program Key E5C"<<endl; 0x01: Notag
key=getchi) : 0x05: Write fail
twhile{key!=27) 0x06: Unable to read after write
} 0x0D: Not authenticate
: 0xOE: Not a value block
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— =
index data=0: len=100;
do 1 5 O

{ status = bioscom{3, 0, COM1});
if (=status & DATA READY)
{ rf return cmd = bioscom{2, 0, COM1);
rf data[index data]=rf return cmd:
index data++;
if (index data-==2) {len=rf return omd+2; }

i
ywhile{!kbhit{}&&index data'=len):;
cout<<"ynReturn Command Decrement value block:"<<rf decrementvalue cmd[3]<<" "
for({i=0;i<index data;i++)
{ if{ix0)
i cout<<"' "' ; H
cout<<rf dataf[i]:

H
cout<<""<<endl;
if{index data==...&&rf data[2]==...&&rf data[3]==...}
{ cout<<"\ninin\tytbecrement value bhlock:"<<rf decrementralue cmd[3]<<"= success"<<endl; }
else

{ cout{{"\nininit\tlecrement a value hlock:"<<rf decrementralue cmd[3]<<"= fail'"<<endl:
switch{rf datal[...]}
{ case O0x01 :cout<<"nititHo Tag'"<<endl break;
case O0x05 :cout<<"inittWrite fail"<<endl;bhreak:;
case 0x06 :cout<<"%nititUnable to read after write'<<endl:break:;
case O0x0D :cout<<"%nititHot authenticate'"<<endl:break:;
case Ox0DE :cout<<"nittHot a value block"<<endl ;break;
case OFO :cout<<"nititChecksum error"<<endl;break;

Value: The value after decrement if the operation succeeds. 4 bytes




roid login sector() E 1]
rois dovin 2 [151] <

int rf Jogin omd[11]={... ... .. u i i e e
if{index data==5&&trf data[2]==2&Lrf data[3]==2)
{ cout< <" inininititlogin to a sector:"<<rf login cmd[3]<<"
login state=1;

success"<emndl ;

X
else
{ cout<<"inininititlogin to a sector:"<<rf login cmd[3]<<"
login state=0;
switch{rf data[3]}
{ case 1 :cout<<"ynittHo Tag"<<endl:break:;
case 3 cocout<<"y\nititLogin fail"<<endl:hreak:
case 240:cout<<"ynititCard Type Ultralight Card"<<endl:break:;

Fail"<<endl;

H
}
cout<<"ynExit Login sectorin\n"<<endl;
}
Return:
void reset() 0xBD |Len |Ox02 |Sta‘rus |Checksum |
£ Status: 0x02: Login succeed
0x01: Notag
} 0x03: Login fail
0xF0: Checksum error

4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need fo login

Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
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#include =<stdio.h>- #include <hios.h>- #include <conio.h>-
#include <iostream.h- #include < time.h>- finclude <dos.h>-
roid dec value(}: rvrold reset()

rvoid login sector(): 152
#define COM1 O #define DATA READY Ox100

#define SETTIHGS { OHEOD| O0Ox03 | Ox00 | Ox00)
int login state;
int price:;
int dec value state: ffvoid dec value():
char dec _char[5]={" "}: ffvoid dec value():
void main()
{ char KkKey:

bhioscom{0, SETTIHNGS, COM1):

clrscr()

reset{}) ;

do

{ colrscri):
cout<<"\nitYtPrice := ";
cin>>price:;
cout<<"\n\tyt===Insert Card=—==":

login sector(}):
dec value():
cout<<"\n\nExit Program Key ESC"<<endl:;
key=getchi) :
Prhile{key!=27):
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roid dec value{}

{

3}

— =
int len.,i,status, index data:

int rf decrementvalue cmd[&]={.......,...,...,0,0,0,0}; ]_ESG;

int rf check sum,rf return cmd,rf data[21]: -

rf decrementvalue cmd[4]=price; 4-4.9. Decrement value

char key: | 0xBA |Len |0x09 |Block |Value |Checksum |
rf check sum=0: Block: The block number fo be decreased, 1 byte
for(i=0;i<8;i++) Value: The value to be decreased by, 4 bytes
{ bicscom{l, rf decrementvalue cmd[i], COM1}): Return:

rf check sum"=rf decrementvalue cmd[i]: 0xBD |Len |0x09 [Status |Value | Checksum |

H Status:  0x00:  Operation succeed
bioscom{l, rf check sum, COM1): 0x01: Notag
index data=0: len=100:

0x05:  Whrite fail
0x06: Unable to read after write
0x0D: Not authenticate

do
{ gstatus = bioscom{3, 0, COM1l):
if (status & DATA READY)

{ rf return cmd = bioscom(2, 0, COM1): OXOE:  Not a value block
rf_data[i;dex data]=rf return cmd:’ 0xFO: ~ Checksum error
index datat+: - - Value: The value after decrement if the operation succeeds, 4 bytes
if {i;dex_data==2} {len=rf return cmd+2: 1
}
phwhile{ !'kbhit{}&&index datal=len}:
if{index data==...&&rf data[2]==...&&rf data[3]==...}

{ int temp dec:
temp dec={rf data[5]*256)+rf data[4]:
cout<<"nitDecrement a rvalue block:"<<rf decrementralue cmd[3]
“<<'=success =:x'<<temp dec<<endl:
deq_char[D]=4B+{temp_decflﬂﬂj; deq_char[1]=43+{{temp_dec%lﬂﬂ}flﬂ};
dec char[2]=48+({{temp dec%10)%10)
dec_value state=1:

H

el=se

{ cout<<"inititDecrement a ralue block:"<<rf decrementvalue cmd[3]<<" = fail'<{<endl:
dec value state=0;

}
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roid login sector()

‘ > [154] <
int len,i,status,index data: 154
int rf login cmd[11]={186,10,2,...,170,255,255,255,255,255,250}:

if{index data==5&k&rf data[2]==2&Lrf data[3]==2)
{ cout<<"\nininititlogin to a sector:"<<rf login omd[3]<<" = success"<<endl:
login state=1;
X
el=se
{ cout=<<"yninin\titlogin to a sector:"<<rf login cmd[3]<<" = Fail'<<endl:
login state=0:
switch{rf data[3])
{ case 1 :cout<<"‘nytitHo Tag"<<endl:hreak:
case 3 :cout<<"inititLogin fail"<<endl:break:
case 240:cout<<"‘nititCard Type Ultralight Card"<<endl;bhreak:;
i
H
cout<<"\nExit Login sectorinin'"<<endl:
X
Return:
0xBD |Len [0x02 |[Status | Checksum |
roid reset() Status: 0x02: Login succeed
{ 0x01: .\To‘rlagl
0x03: Login fail
} 0xF0: Checksum error

4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need to login

Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
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4-4-10. Copy value
0xBA | Len | Ox0DA | Source | Destination | Checksum |
Source: The source block copy from. 1 byte
Destination: The destination copy to. 1 byte
The source and destination must in the same sector
Return:
0xBD |Len |0x0A | Status | Value | Checksum |
Status: 0x00: Operation succeed
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
Ox0E: Not a value block (Source)
0xF0: Checksum error
Value: The value after copy if the operation succeeds. 4 bytes
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> [1EE

#include <stdio.h>- #include <hios.h>- H#include <conio.h>-
#include <iostream.h>- #include <time.h>- H#include <dos.h>-
rvoid login sector(): roid resebt{):

#define COM1 O
#idefine DATA READY O0x100
#define SETTIHGS { OxE0| O0x03 | Ox00 | Ox00)
int login state:;
roid maing})
{ time t timef, timel:
float difft:;
int len,i,status, index data;
int rf copyvalue omd[5]={....,....-..,. . ;... }?
int rf check sum,rf return cmd,rf dataf[21]:
char key:;

> [156] <

bioscom{0, SETTIHGS, COM1): 4-4-10. Copy value

clrscri})

reset() ;

do
{

clrscri)
login state=0;

‘ 0xBA | Len | 0x0A | Source ‘ Destination | Checksum |
Source: The source block copy from, 1 byte
Destination: The destination copy to, 1 byte
The source and destination must in the same sector

login_ sector(}:
if{login state==1)

{ cout<<"\nSend Command copy value block:"<<rf copyvalue cmd[3]
<<" to block:"<<rf copyvvralue cmd[4]-<<" e

rf check sum=0:

for{i=0;i<5:;i++}

{ bioscom{l, rf copyvalue cmd[i], COM1);
rf_check_sumﬁ=rf_cupyvalug_nmﬂ[i];
cout<<rf copyralue cmd[i]:
cout<<"' ' ;

¥

bioscom{l, rf check sum, COM1}):

cout<<rf check sum<endl:
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H

index data=0; len=100;

?D status = bhioscom{3, 0, COM1): Z 157 é

if {status & DATA BEADY)
{ rf return omd = bhiogscom{2, 0, COM1):
rf data[index data]=rf_ return_ cmd:
index datat++:
if (index data==2) {len=rf return_ cmd+2:}

¥
ywhile{!'kbhit{})&&kindex datal!=len) ;
cout<<"Return Command copy v block:"<<rf copyvalue cmd[3]<<"to"<<{rf copyvalue cmd[4]<<" " ;
for{i=0;i<index data:i++)
{ if{i=0})
{ cout<<"' ' }
cout<<rf dataf[i]:

¥

cout<<""<<endl ;

if{index data==...&&rf data[2]==...&&rf data[3]==...}

{ocout<<"Copy v block:"<<rf copyvralue cmd[3]<<"to"<<rf copyralue cmd[4]<<"= success"<<{endl;}
else

{ cout<<"Copy v block:"<<rf copyvralue cmd[3]<<"to"<<rf copyralue cmd[4]<<"= Ffail'<<endl;
switch{rf data[...]}
{ case 0x01 :cout<<"inititHo Tag"<<endl:break:
case 0X05 :ocout<<"inititWrite fail"<<endl :;bhreak:
case 0x06 :cout<<"inititUnahle to read after write'<<endl:break:;
case 0x0D :cout<<"in\ti\tHot aunthenticate"<<endl:break:
case OH0E :cout<<"‘nt\tHot a ralue hlock{source)"<<endl ;break;
case OxFO0 :cout<<"nititChecksum error'<<endl;break:

} Return:
} [0xBD [Ten |o0x0A |Status | Value | Checksum |
} Status: 0x00: Operation succeed
cout<<"\ninExit Program Key ESC"<<endl: 0x0l: No tag
key=getchi) ; 0x05: Write fail
Wwhile{key!1=27) ; 0x06: TUnable to read after write

0x0D: Not authenticate
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Ox0E: Nota value block (Source)
OxF0: Checksum error
WValue: The value after copy if the operation succeeds. 4 bytes

roid login sector()

‘ > [158] <
int len,i,status,index data: 158
int rf login cmd[11]={186,10,2,...,170,255,255,255,255,255,250}:

if{index data==5&k&rf data[2]==2&Lrf data[3]==2)
{ cout<<"\nininititlogin to a sector:"<<rf login omd[3]<<" = success"<<endl:
login state=1;
X
el=se
{ cout=<<"yninin\titlogin to a sector:"<<rf login cmd[3]<<" = Fail'<<endl:
login state=0:
switch{rf data[3])
{ case 1 :cout<<"‘nytitHo Tag"<<endl:hreak:
case 3 :cout<<"inititLogin fail"<<endl:break:
case 240:cout<<"‘nititCard Type Ultralight Card"<<endl;bhreak:;
i
H
cout<<"\nExit Login sectorinin'"<<endl:
X
Return:
0xBD |Len [0x02 |[Status | Checksum |
roid reset() Status: 0x02: Login succeed
{ 0x01: .\To‘rlagl
0x03: Login fail
} 0xF0: Checksum error

4-4-2. Login to a sector
| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need to login

Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
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4-4-7. Write master key (kev A)
0xBA |[Len |0x07 | Sector |Key | Checksum
Sector: The sector number to be written. 1 byte.

Key:  Authentication key. 6 bytes
Return:
|0XBD Len |D}{DT-’ |Stams |I{e}r |C‘hecksum |

Status: 0x00: Operation succeed
0x01: No tag
0x05: Write fail
0x0D: Not authenticate
0xF0: Checksum error
Key:  Authentication key written if the operation succeeds, 6 bytes.
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> [159] <

#include <ztdio.h>- #include <hios.h>-
#include <iostream.h> #include <time.h>-
void login sector(): rvoid reset():
fidefine COM1 O #idefine DATA READY Ox100
#define SETTIHGS ( OxE0| Ox03 | Ox00 | Ox00)
int login state:
rvoid maing)
{ time t timef, timel:;
float difft:
int len,i,status,index data:
int rf write masterkey omd[10]={...,..
int rf check sum,rf return omd,rf data[21];

#include <conio.h:-
#include <dos.h>-

> [160] <

PR R R T N I BRI S R R A R

char key;

bioscomi{0, SETTIHGS, COM1):;

clrsce() ; reset(}: 4-4-7. Write master Key (keyv A)
do

{ colrscri):
login state=0;
login sector(}):

| 0xBA | Len ‘ 0x07 | Sector | Key | Checksum |
Sector: The sector number to be written. 1 byte.
Key:  Authentication key, 6 bytes

if{login state==1)

{ cout<<"\nSend Command Write master key{key A)Sector:="<<rf write masterkey cmd[3]<<" ":

rf check sum=0;
for{i=0;i<10:i++)

{ bhiogcom{l, rf write masterkey cmd[i], COM1):
rﬁ_nheck_sumﬁ=rf_writq3nasterkey_umﬂ[i];
cout<<rf write masterkey omd[i]:

cout<<' ' ;
}
biogcom{l, rf check sum, COM1)
cout<<rf check sum<<endl;

-
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index data=0: len = 100;

::ln status = bioscom{3, 0, COM1):; Z 161 é

if (status & DATA READY)
{ rf return cmd = bioscom{2, 0, COM1):
rf data[index data]=rf return cmd;
index data++:
if {index data==2) {len=rf return cmd+2; }

H
}while{ !kbhit{)&&kindex datal!=len)}:
cout<<"‘nReturn Command Write master (key L)Sector:"<<rf write masterkey cmd[3]<<" LiEH
for{i=0;i<index data:;it++}
{ if{i=0) { cout<<' ' }
cout<<rf data[i]:
X
cout<<""<<endl ;
if{index data==...&Lrf data[2]==...LE&rf data[3]==...}
{ cout<<"YtWrite master(kev A)Sector:"<<rf write masterkey cmd[3]<<"=success"<{endl;
1
elze

{ cout<<"ytWrite master({key A)Sector:"<<rf write masterkey omd[3]<<"= fail'"<<endl;
switch({rf dataf...]}
{ case 0x01 :cout<<"nitytHo Tag'<<endl:;bhreak:;
case 0x05 :cout<<"nititWrite fail'"<<endl:hreak:
case 0x0D :cout<<"nititHot authenticate"<<endl:break:
case OXFO :cout<<"nititChecksum error'<<endl;break:;

}
}
} £ .
cout<<"\n\nExit Program Key ESC"<{<endl:; Return:
kKey=getch(} : |OXBD |Len |Ox0? |Sra‘rus Key |Checksum |
jwhile(key!=27) ; Status: 0x00:  Operation succeed
0x01: Notag

0x05:  Write fail
0x0D: Not authenticate
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0xF0: Checksum etror
Key:  Authentication key written if the operation succeeds. 6 bytes.

rvoid login sector()

‘ > [162] <
time t timef, timel: 162
float difft:
int len,i,status index data:
int rf Jogin emd[11]={. .. ... it e e g}

if{index data==5L&krf data[2]==2&Lrf data[3]==2)
{ cont<<"\nininytitLogin to a sector:"<<rf login cmd[3]<<" = success"<<endl:
login state=1:
}
else
{ cont<<"\nininytitlogin to a sector:"<<rf login cmd[3]<<" = Fail'<<endl:
login state=0:
switch{rf data[3])
{ case 1 :cout<<"inititHo Tag"<<endl:hreak:
case 3 :cout<<"inititLogin fail"<<endl:break:
case 240:cout<<"nititCard Type Ultralight Card"<<endl:break:;
X
X
cout<<"\nExit Login sectorin\n"<<endl:; Return:
i 0xBD |Len [0x02 |[Status | Checksum |
Status: 0x02: Login succeed
void reset(}) 0x01:  No tag
f 0x03: Login fail
0xFO: Checksum error
} 4-4-2. Login to a sector

| 0xBA |Len |0x02 |Sector |Type |Key | Checksum |
Sector: Sector need to login
Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Password, 6 bytes
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#include <dos.h¥x #include <bhios.hx GPIO CONFIG

#include <conio.h> #$#include <iostream.h:- .
. . Unlock Config 163
#include <time.hx>

void config gpio(); void check tag{): outportb(0x22,...0x13...);
int data; froid check tag(}): outportb(0x23,...0xc5...);
void "n‘fa%"“ _ IN/OUT Set -
Conri 101} ;
t 9_tio() outportb(0x22,0x1e),
clrscr{):
do outporth(0x23,0xf1); loutporth(0x23,0x00),
{ check tag{}): :
cout<<"\n\t\tGPIO[7..0] >»"<<data; outportb(0x22,0x47); | outportb(0x22,0x46);

delay{100); outporth(0x23, data.); I data = mporth(0x23);
yrhile{ IKhhit{(}); I

1 ouT | IN
void config gypio()

{ outporth{0x22,...}; ff Unlock Configuration

)
outporth{0x23,...): // Unlock Configuration GPIO7..0
outporth{0x22,...); f/ Set GPIO[7..0]
outporth{0x23,...); j/ Set 1111 1110 »>> 0 = IN PUT

void check tag()

{ outporth(0x22,...); ff Read Data GPIO[7..0]
data= inporth{0x23); f/ data = GPID[7..0]

H
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#include <dos.h> #include <bios.hl> #include <conio.h>- __ —
#include <iostream.h’ #include <time.h>- L 164 i
rvoid reset(): void config gpio():

void check tag():

fdefine COM1 O #define DATA READY 0x100

#define SETTIHGS { OxE0] O0x03 | Ox00 | Ox0O0)
int data; // void check tag(}):
rvold maing)
{ time t timef, timel:
float difft;
int len,i.status=,index data:
int rf selectcard cmd[3]={186,2,1}:
int rf check sum,rf return omd,.rf data[21]:
char key:
bioscomi{0, SETTIHGS, COM1):
config gpio():
clrscr{):
reset():
do
{ clrscri):

rf check sum=0:;

cout<<"yntSend Command select Mifare card informationynit";

Tor(i=0;i<3:di++)

{ bioscom({l, rf selectcard ocmd[i], COM1):
rf_chenk_sumﬁ=rf_seleﬂtcarq_umﬂ[i];
cout<<rf selectcard cmd[i]:
cout=<' ' ;

X

bioscom{l, rf check sum, COM1}):

cout<<rf check =sum:

cout-<<""<<endl ;
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index data=0;

len = 100; a—
o 165
{ status = bhioscom{3, 0, COM1):
if {=status & DATA READY)
{ rf return cmd = bioscom{2, 0, COM1});
rf data[index data]=rf return cmd:
index data++;

H
if (index data==2) {len=rf return cmd+2:}
ywhile{!kbhit{}&E&index datal=len}:
cout<<"\n\tReturn Command select Mifare card information \nit";
Tfor(i=0;i<index data;i++)
{ if{ix=0) { cont-=l" "y}
cout<<rf dataf[i]:
H
cout<<""<<endl ;
if{index data==10&E&rf data[2]==1&&rf data[3]==0)

{ cout<<"y\n\tselect Mifare card information success"<<endl; 1
else
{ cout<<"\n\tselect Mifare card information Fail"<<endl: }

cout<<"\n\tExit Program Key ESC"<<endl:
do{ check tagi(}):
cout<<"ynit tHait Tag Out loopl >>"<<data:
delay{100) ;
ywhile{ !kbhit{)&&kdatal=...});

do{ check tag():
cout<<"y\n\ttWait Insert loopl >>"<<data;
delay{100}) ;
ywhile{lkbhit{})k&kdatal=_..):
if{kbhit{}} key=getchi{}:
twhile(key!=27);
H
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roid reseti} GPIO CONFIG

: 166

Unlock Config

H
void config gpiol} outportb(0x22,...0x13...);
t i i outportb(0x23,...0xc5...);
outporth{0x22,...); ff Unleck Configuration
outporth{0x23,...); ff Unlock Configuration IN/OUT Set -
outporth{0x22, ...} ff Set GPIO[7..0] .
outporth(0x23,...);: ff Set 1111 1110= IN outportb(0x22,0x4e);
} outportb(0x23,0xf1); loutporth(0x23,0x00),
void check tag() _— !
{ o -
outportb{0x22,...): f/ Set GPIO[7..0] input port outporth(0x22,0x47); | outportb(0x22,0x46);
} LR L T TR ARG CLRETE 2 U G ioeh outportb(0x23, data.); I data = inporth(0x23);
|
ouT 1IN
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#include <dos.h> #include <bios.h> ##include <conio.h> . .
#include <jiostream.h- #include <time.h>- #include <process.h>- E 167 f

#include <string.h> #include <{=tdio.h>

roid select card{): roid read expire date():

void check value(): void dec value{):

roid check value(): roid login sector():

volid reset(): rvoid confiyg gpiod);

roid check tag{}): roid save flie():

#define COM1 O f#idefine DATA READY Ox100

#define SETTIHGS ( OxEO0| Ox03 | Ox00 | Ox00)

int data: int price: int login state:

int count,check value state; int dec wvalue state;

int expire date check: char data in block[10]={" "}:
char sn tag char[20]={" "}: char price char[5]={" "}:
char count char[5]={" "}: char dec char[3]={" "}:

void maing)
{ int len,i.status,index data:
int rf check sum,rf return omd,rf data[21]:

char kKey:

bioscom{0, SETTIHGS, COM1}:

config gpio{}): clrsor(): reset{):

do

{oclr=cri):

cout<<"y\yn\tYtPrice := "; cinr>price;
cout<<"ynityt===Insert Card===":;

pricq_ﬂhar[D]=4B+{priceflﬂﬂ}; pricq_char[1]=4ﬁ+{{price%lﬂﬂ}flﬂ};
price char[2]=48+({price%10)=10) ;
do{ check tag{}):
ywhile({ !kbhit{))&k&kdatal=254) ;
if({kbhit{})} kev=getch{)
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if{datal=255) __ —
{select card():
login_sector(): L 168 i
if{login state==1)
{
read expire date():
if{expire date check==1}
{

check value():
if{check ralue state==1}
{if{price<=count})
{dec_value():
if{dec_value state==1})

{
save flie():
sound{1000}) ;delay{ 200} ;nosound{ ) ;
gound{ 500} ;delay{200) ;nosound{} ;
}
else { cout<<"\ninit===Decrement value Fail==="; sound{500) ;delay{200) :nosound(}) ;}
H
else { cout<<"inin’t===Hot Enough Fail==="; sound{500) ;delay{200) ;nosound{); }
H
else { cout<<"\ninit===Check Value Fail==="; sound{500) ;delay({200) ;nosound(}) ;}
H
else { cout<<"ininit===Expice Date Fail==="; sound({500) :delay{200) ;nosound{}) ; }
H
else { cout<<"ynint===login Fail==="; sound{500) ;delay{200) ;nosound{) ;}
H
do{

check tag{}):
ywhile{ 'kbhit{)&Lkdatal=255);
Iwhile{key!=27):
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void select card()

{ — —
ffCopy From File : CHECKEZ.CPP Z 169 g

}

roid read expire date()

{

JfCopy From File : READ D4.CPP
¥
roid dec_value()
{
fFfCopy From File : DECREV10.CPP
¥
roid check vralue(}
{
FfCopy From File : READ V6.CPP
¥
roid login sector({}
{
ffCopy From File : LOGIH3.CPP
¥
rvoid reset()
{
ffCopy From File : CHECEKEZ.CPP
¥
void config gpiof)
{
JfCopy From File : CHECEKETAG.CPP
¥
void check tagy)

{
JfCopy From File : CHECETAG.CPP
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roid save flie()

{FILE *fptr: char time w[10]={" "}:; char date w[20]={" "}: E P ~ ] S
struct time t; struct date d:; 170

gettime(&t) ;
stropy{time w," "} ;stropy{date w," "};

time w[0]=.. .+{t.ti_huur,|l'1l]} ; time w[il]=...+{t.ti hour%10}); time w[2]=':";
t:i.me_w[3]=...+{t.ti_min,|l'1l]},: time w[4]=...+(t.ti min%10};: time w[5]=':"';
time w[e]=.. .+{t.ti_sec!;"1l]} ;o time w[7?]=...+(t.ti =ec%10):; N

getdate{&d) ;
date_w[ﬂ]=4ﬁ+{d.dq_dayflﬂ}: date w[1l]=48+{d.da_ day>10}; date_w[E]%':':\
date_w[3]=4ﬁ+{d.da_mmnflﬂ}; date w[4]=48+(d.da mon%10}) ; date_w[ﬁ]%':';/
date w[6]=48+(d.da year/...):
date_w[?]=4ﬁ+{{d.dq_year%...}I...};
date_w[ﬁ]=4ﬁ+{{d.dq_year%...}I...};
date_w[9]=4ﬁ+{{d.dq_year%...}I...};

fptr=..... (NS Ss 5600 e o E

fputc({'S' ,£fptr):

..... {']' ,fptr):

..... (date w, fptr):;

fputco('|' ,£ptr):

fputs(time w fptr):

fputs(sn tag char,fptr):

fputs{count char fptr}

fpute{'|' ,Eptr):

fputs(price char ,fptr);

fputc('|' ,Eptr);

fputs{dec char fptr);

fpute('|' ,£Eptr):

fputec({ ')’ Eptr)

fputc(0x0d ,Eptr) ;
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