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- Internet Security (IPSEC)
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Secure Socket Layer (SSL)
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Secure Shell (SSH)

SSH User Authentication Protocol SSH Connection Protocol
Authenticates the client-side Multiplexes the encrypted
user to the server. tunnel into several logical channels.
SSH Transport Layer Protocol

Provides server authentication, confidentiality, and integrity.
It may optionally also provide compression.

TCP

Transmission Control Protocol provides reliable,
connection-oriented end-to-end delivery.

IP

Internet Protocol provides datagram delivery
across multiple networks.
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Secure Shell (SSH)
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° 1384 Server saundulneas Synchronization and Acknowledgement (
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° 1A384 Client mauNaUINLASULAY Acknowledgement ( ACK ) lunnaiaIes
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Secure Shell (SSH)
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° Encryption N15U1TaaU LU AES128-CBC, 3DES-CBC,
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Secure Shell (SSH)

Establish TCP Connection

SSH-protoversion-softwareversion

Server

Identification String
Exchange

SSH-protoversion-softwareversion

SSH_MSG_KEXINIT

Algorithm Negotiation

SSH_MSG_KEXINIT

Key Exchange

SSH_MSG_NEWKEYS

End of Key
Exchange

SSH_MSG_NEWKEYS

SSH_MSG_SERVICE_REQUEST

Service Request
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Message Authentication Code (MAC): svafigaiifasswennulilunis
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Secure Shell (SSH) Payload

pktl = Packet Length SSH Packet
pdl = Padding Length
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(a) Connection via TCP

Secure SSH Tunnel
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Application

},

SSH

Unsecure TCP Connection
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(b) Connection via SSH Tunnel

pfile/show.php?Qid=8006

Entity



Internet Protocol Security (Ipsec)

Psec Judiuifinvengved Intermet  Protocol  (IP) Tuyn
Protocol TCP/IP quwﬁaL{‘Jud’awﬁwaqmmgmﬁum IPV6 9
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Internet Protocol Security (Ipsec)
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- Tunnel mode tJun15ua@ULANLARRLTIVUANIATIUAIY IP NS
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Internet Protocol Security (Ipsec)
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Internet Protocol Security (Ipsec)

M Protocol IPsec Usgnaumig Authentication Header
(AH) wag Encapsulated Security Payload (ESP)

» AH %158 Authentication Header ﬁﬂ%ﬁﬂﬁ%ﬂmmmgﬂé}’aq
Y94 IP A191kN5H AgN15AIUI HMAC Aunn IP aeunsa

Security Parameter Index (SPI)

Sequence Number (Replay Defense)

Hash Message Authentication Code



Internet Protocol Security (Ipsec)
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Header 499 AH d9u1a 24 lug asurelamail

» Next Header Mauanguwuulunislyau IPsec 5811319 Tunnel
mode Aagilu 4 @ Transport modeAnagidy 6

» Payload length UBNAIINLIVBIVBYANMBNEHeader MY
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» Security Parameter Index (SPI) AMuuUA Security
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» Sequence Number w110 32 Unltusnanfuves Packet
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Internet Protocol Security (Ipsec)

ESP %139 Encapsulated ~ Security  Payload Md1m5usnwininugnmnasves
Packet taglay HMAC kagn15in5%dsiune Header Usenaunig

» Security Parameter Index (SPI) AMviua Security Association
(SA) 5%y ESP idenndniu

» Sequence Number SeUannuYad Packet

» Initialization Vector (V) Tlunszurunisinsviatoya Jaanulaly 2 Packet
st starieniuRndy

» Data ﬁaeﬁaaﬂaﬁwﬁﬁﬁa
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Security Parameter Index (SPI) \
Sequence Number (Replay Defense) \
Initialization Vector (IV)

Padding Padding Length Next Header
Hash Message Authentication Code
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N13NFIUAIAULUY Kerberos  WwunTulag Massachusetts
Institute of Technology (MIT)

J¥UU Kerberos Usenauluainaaddiumanbain
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Kerberos
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Kerberos
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