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Identification =2 Something you know
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Identification = Something you have

- Magnetic Strip Card %4 ATM Card, Credit Card, Debit Card
- Smart Card

- Radio Frequency ldentification : RFID

- Token



Identification = Something you are

- Biometric technology uses computerised methods to
identify a person by their unique physical or behavioural

characteristics.

- Developments and uses have increased with demand to
match concerns over international, business and personal

security.

- Biometrics is more personal than a passport photo or Pin,
using traits such as fingerprints, face or eye "maps"' as key

identifying features.
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Identification = Something you are

N1SUSZLUUUSEANTNINUDY Biometric

- ldentification/One-to-many : Sample is compared to all
biometric data saved in a system. It seeks to find an identity,
rather than verify a claimed one.

- Verification/One-to-one Comparison of sample with

reviously enrolled templa o determine if from same
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perso
- Slaps : Fingerprints taken by simultaneously pressing four

fingers of one hand onto a scanner.
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Identification = Something you are

N1SUSZLUUUSEANTNINUDY Biometric

- False Acceptance Rate : Probability that a system will

incorrectly identify an individual or fail to reject an impostor.

- False Rejection Rate : Probability that a system will fail to

identify a registered user.
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into a biometric reference and storing it for later comparison.
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Identification = Something you are

N1SUSZLUUUSEANTNINUDY Biometric

- Liveness detection : Ensures only characteristics from a

living person can be stored, read or used.

- Multimodal Biometric System : A system that uses two

or more biometric characteristics or sensor types.
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Identification = Something you are

Architecture of Biometric [R. Vacca,2009]
Data Capt
- Data Capture Subsystem
Signal
Processing

- Signal Processing Subsystem

- Matching Subsystem
- Data Storage Subsystem

- Decision Subsystem

- Adaptation Subsystem

Data Storage

Adaptation




Identification = Something you are

A1slsEUU Biometric

- Enrollment

Data Capture
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Identification = Something you are

A1slsEUU Biometric

- Authentication

Processing
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Authorization
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- Bell LaPadula Model
- Access Control List Matrix : ACL




Authorization = Bell LaPadula Model

Fuwuudraesildfvunnisaunsidnfauuy Mandatory  Access
Control Fudunsivun Multi-Level Security TnouUaseauanslunis
drdauagdiunslussdufignimualiiviniu liaunsadedneelim
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1. Object Usznaumg Table, View, Row, Column, and Operation

2. Subject Usgnaumig User, Program and Module Access Data

3. Class A9 Level Security of Object # 4 Level et Top Secret :
TC, Secret : S, Confidential : C and Unclassified : U

4. Clearance A8 @5 Subject Tun1519199 Object & 4 SEAU




Authorization - Bell LaPadula Model

WU ANNUALA S = Subject and O = Object
Suml AT LAY Object (O) = Class (O)
anslunisidnae Object 989 Subject = Class (S)

U

User can Read and White 9zfasnsadouly Mandatory Access Control 91\‘15
1. Simple Security Property or Read Up Policy #1889 S 2811 O
1894 Class (S) >= Class (0) 1ungn15ves aAuniauldau (Availability)

2. Star Property (*-Property) or Write Down Policy #1889 S 9
Feutoya O lefes Class (S) =< Class (0) +Jungues N155N¥IANAY
(Confidentiality) Fsn15Uasiunisilsutayaluseauniuduaainsninii sunin
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Authorization - Bell LaPadula Model
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- Table EMPLOYEE Level Security = S | Class (Jimmy) > Class (MYTABLE)
- Jimmy Level Access Data = S HUAD Jimmy 81UTaLaININ
- Somsri Level Access Data = C MYTABLE 1 uwa@euldla deduly

- Table MYTABLE Level Security = C AUNg *-Property




Authorization —> Access Control List Matrix : ACL

A8 NALNNIIAIVANNITLUINWMTNYINTVRITEUY LAUNISHARIII8TD User
System Wagn15Nseying User lasuaygnlvnseiinsensnenslag vesssuy
1519 ACL Usenaunie

1. Subject User : Users have access to the system.
2. Object : Resources of the system that will be used by the user.
3. Access Operation : Read, White, Execute.

ACL %Qﬂﬁwma%fwﬁumm 198  Row = Subject and Column = Object

0OS Accounting Accounting Insurance Payroll
Program Data Data Data
Somsri rx rx r — —
Apichat rx rx r rw rw
Manee rwXx rwx r rw rw
Udom rx rw rw r




Authorization —> Access Control List Matrix : ACL

811 %8u Column a38N31M1519 ACL 1adsuasiia Object Wunan
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Access Control List




Authorization —> Access Control List Matrix : ACL

DILWEY Row 2158091915719 C- List or Capability List 1a1108uaz8n
Subject \Uunan
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Physical Access Control
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Physical Access Control

8. YANRYLA hUIMUNITYINNULA 2 WU AD
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- Mechanical Lock

- Electromachanical Lock lawn Manual Lock, Programmable Lock,

Electronic Lock, Biometric Lock

Electronic Lock

mmable Lock

Biometric Lock



Physical Access Control
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Fire System
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1. Fire Detection

2. Fire Suppression




Fire Systern -2 Fire Detection
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Suunld 3 Usviam sadl
1. Thermal Detection il Sensor Insenugauunil & 2 anwae
- Fixed Temperature
- Rate-of-Rise
2. Smoke Detection Huulalusiasdingu 4 3 35
- Photoelectric Sensor : 84a1LaINIUATIU
- lonization Sensor : Wﬁ'ﬂ"ﬂ"ﬂqﬂﬂwﬂqﬂmaﬂ‘l@@@u
- Air-aspirating Detector : $78874871017

3. Flame Detection I Sensor A5793UAMANYMLUBILAIDUNLIA
Sauas0anilalowas dUSsuieuly Database




Fire System -2 Fire Suppression
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1. WUU Portable Extinguisher 3uunla 4 il

- Uszian A ndafinann b nseene 61 819 visevey
gunsaifunds Tiud 11 naaduis

- Uszuan B : mAaAna1n Wi & uaained difudeimnas
guUnIaldumEs lawn CO, naAIiktauastin a1sanaay

- Uszm C : ndainen gunsallninuagdianvselind
gunsaldungs lalna CO, NawAiinma ansenau

- Usgim D : waLinan wunili@ey aiiey lowne
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Fire System -2 Fire Suppression

U

2. WUU Manual and Automation Extinguisher 91uunla mfj
- Sprinkler System : wuadu 3 ¥in
1. Wet-Pipe System
2. Dry-Pipe System
3. Water Mist System
- Gaseous Fire Suppression System : wUadu 2 vl
1. CO,

2. Halon




Questions and
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