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What is a Firewall ?
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Type of Firewall >Processing Mode
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Processing Mode wusaanidu 5 Useuan ]
1. Packet Filtering
2. Application Firewall
3. Circuit Gateways

4. MAC Layer

5. Hybrid Firewall




Processing Mode - Packet Filtering
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Processing Mode - Packet Filtering
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Processing Mode - Packet Filtering
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Processing Mode - Packet Filtering
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Processing Mode - Packet Filtering
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Processmg Mode - Packet Filtering
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Processing Mode - Packet Filtering
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Processing Mode - Packet Filtering

Packet Filtering Firewall wUsviingpgoanidu 3 wim Ao
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Processing Mode - Packet Filtering
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Processing Mode 2> Application Firewall
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Processing Mode 2> Application Firewall
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Processing Mode - Circuit Gateway Firewall
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Processing Mode > MAC Layer Firewall
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Processing Mode - Hybrid Firewall
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Type of Firewall >Development Generation
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Network Address Translation : NAT Firewall
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Network Address Translation : NAT Firewall

Hu Firewall fwsnzdu Small Office/Home Office : SOHO
JagUulaianldiu DSL/ADSL agsnsfndalifugunsal
DSL/ADSL Router 13801 SOHO Firewall 15uusnazsidunuy
Statefule Inspection Firewall loaghadgy Jaguuinisiismun
ANNEINTTD Packet  Filtering 521U WAP  waglwusn1s NAT
Firewall Lagns19g0u MAC Address 1Ane




Network Address Translation : NAT Firewall
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Firewall Architecture
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1. Packet Filtering Router

2. Screened Host Firewall

3. Dual-homed Host Firewall

4. Screened Subnet Firewall




Firewall Architecture - Packet Filtering Router
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Firewall Architecture - Packet Filtering Router
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Firewall Architecture = Screened Host Firewall
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Firewall Architecture = Screened Host Firewall
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Firewall Architecture - Dual-homed Host Firewall
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-irewall Architecture - Dual-homed Host Firewall
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Firewall Architecture = Screened Subnet Firewall
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Firewall Architecture = Screened Subnet Firewall

________________

Internet | . Bastion Host |
=) B - _
Perimeter Network
i Inkerar
! Firewall Router (=53]

Intermal Netwark

_— - _— _— -_—

-
L1111 NEn == L1111 NEm == LI NEme ==




N15UsULAIAENUAYRY Firewall
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Load Balancing Firewall
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Load Balancing Firewall
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YaAaNaVas Firewall
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Content Filter
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Content Filter Algorithm
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Content Filter Algorithm

5. Content-based Image Filtering Jun1snsasnIn &
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Content Filter Algorithm
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Virtual Private Network : VPN
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Virtual Private Network : VPN

Virtual Private Network Consortium : VPNC define type of
VPN Technology 3 type.

1. Trusted VPN or Legacy VPN Use Least line Circuit
form ISP and Packet Switching Network.

2. Secure VPN Use Security Protocol and Data Encryption

when sent through Public Network.

3. Hybrid VPN Use both VPN Network in other words use

Data Encryption when sent through Least line Circuit.




Virtual Private Network : VPN

VPN Network to maintain the privacy of the information

in Public Network requires the third section.
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Virtual Private Network : VPN

Implementation VPN divided into two working modes.
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Virtual Private Network : VPN = Transport Mode
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Virtual Private Network : VPN = Transport Mode

Transport Mode VPN wusn15vin9ule 2 anvalg il
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Virtual Private Network : VPN = Transport Mode

U/

Transport Mode VPN LuUen159119ule 2 anwode fail

2. VPN Server Working in this manner Remote Host form
User connect to VPN Server in DMZ before into Private Network
VPN Server acts as an intermediary between users to encrypt

and decrypt both.

~ PN connection

~Tunnel

W PN

Perimeter Client

Metwark




Virtual Private Network : VPN

Implementation VPN divided into two working modes.
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Virtual Private Network : VPN
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